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Abstract

Quantum computers are computers that will function in a completely
different way to standard computers and due to this render all our cur-
rent cryptographic standards ineffective. To combat this, post quantum
cryptographic standards that will keep information and communication
secure, even after quantum computers are available, are being evaluated.
A thorough evaluation of post quantum cryptographic standards requires
inclusion of Internet of Things (IoT) devices because these devices will
need to provide continued security in a post quantum environment, but
have different considerations to other devices. In this report, we outline
an analysis of the McEliece post quantum cryptosystem and its possible
use for IoT devices. We have concluded that there is a possibility for
Classic McEliece to be used for IoT devices. However, these will need to
be IoT devices that are less resource constrained in order for the use of
Classic McEliece to be practical.

1 Introduction

The Internet currently uses different systems to provide secure communication.
Transport Layer Security (TLS), IP Security (IPsec), and Public-Key Infras-
tructure (PKI) are all commonly used forms of security. TLS is designed to
block attempts to tamper with messages or listen in on what is being commu-
nicated [27]. IPsec is used in Virtual Private Networks (VPNs) to authenticate
and encrypt messages between two devices [34]. PKI is used to ensure that
public keys for devices are available and secure to be found. The Internet use
standards such as X.509 digital certificates [60].

Physical quantum computers are yet to be commercially available. How-
ever, Microsoft has already created a cloud platform that provides quantum
tools [7]. It is also expected that the number of organizations working in the
area of quantum computing will nearly double [37]. It has been found that
using an algorithm that simulates a quantum algorithm on a classic computer
is up to 10 million times slower than when the algorithm is run on a quantum
computer [25]. Exact differences in computing power are yet to be known but
it is expected that quantum computers will change computing.

Quantum computers will also effect the public key cryptosystems that are
currently used to provide security over the Internet. When quantum computers
are available, the current standards used on the Internet will no longer provide
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secure communication [73]. Therefore, it is mandatory that new cryptographic
standards are created for Internet communication to be secure. These cryptosys-
tems are referred to as post quantum cryptosystems because they will provide
classic computers, that rely on classical computing mechanisms for their oper-
ation, with security that is robust in the face of future attacks from quantum
computers. This process of standardization has already been set in motion by
the National Institute of Standards and Technology (NIST) as they established
a competition for new standards to be proposed [19].

One of the finalists in this competition put together by NIST is the Clas-
sic McEliece Cryptosystem. This is based on the McEliece cryptosystem, a
cryptosystem first proposed in 1978 and considered a good option for standard-
ization [18, 59].

This competition is already under way and finalists have been announced [21].
However, many of the new cryptosystems proposed have larger storage and/or
computational requirements than previous standards. This is not an issue for
devices such as computers, mobile phones or servers, but applying the proposed
cryptosystems to Internet of Things (IoT) devices may not be as straightfor-
ward. IoT devices are often resource constrained and therefore require different
considerations to other devices.

Taking this into account then poses the following question: how will IoT
devices remain secure in the coming post quantum era? And more specifically,
will the Classic McEliece cryptosystem be a valid post quantum cryptosystem
for IoT devices?

2 Background

2.1 Internet of Things (IoT)

IoT is a concept outlining how there are a number of objects with communication
capabilities present in society that are interconnected. Often this connection is
established over the Internet, but it can sometimes occur over other communi-
cation channels [6, 77, 78].

The Internet, Radio-frequency Identification (RFID) technology and embed-
ded computer systems, all essential elements for IoT devices, were developed in
the early 1970’s. However, it wasn’t until 1984 that early uses of IoT technology
were seen, and in 1990 the first Internet device was created. From the year 2000
it has become the standard to have Internet connectivity on all devices. Also,
IoT devices as we know them now have become more prevalent[68, 70].

The number of connected devices has been greatly increasing in general, with
500 million devices connected to the Internet in 2003 compared to 50 billion de-
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vices in 2020 [68]. As the overall connected devices have been increasing so
have the number of IoT devices, as seen in figure 1, with devices such as virtual
assistants, smart locks and smart lighting systems growing in popularity [42].
IoT is also considered one of today’s trending technologies [2].

Figure 1: The number of IoT connected devices [17]

IoT has many areas in which it can be used, such as industrial and domestic
applications, security, and logistics and transport. It is also expected that as
the number of devices connected to the Internet increases the possible uses for
IoT devices will also increase [70].

Due to the prevalence that IoT devices have, and are projected to continue
having, it is imperative that there are security options when quantum comput-
ers become available [17]. This is especially crucial as one of the main concerns
over the use of IoT devices is the associated possibility of security issues [70].

One other consideration for the use of IoT devices is that often in a com-
mercial setting, such as the use of smart sensors to monitor buildings, devices
are deployed and expected to work for long periods of time. With some sensors
lasting three years of periodic updates without charging and their lifespan ex-
pected to be 20-30 years [1], there is a definite need to establish a viable post
quantum cryptographic standard for IoT devices. Considering that these de-
vices will likely still be in operation when quantum computers are forecasted to
be commercially available, it is imperative that devices such as these will have
post quantum cryptography capability as soon as possible.

2.2 Public-Key Cryptography

Public-key encryption and digital signatures are used widely, especially to pro-
vide assurance on the Internet [8]. Public-key cryptography can be used to
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provide confidentiality, integrity, authentication, and non-repudiation for in-
dividuals and organizations. Public-Key Infrastructure (PKI) uses public-key
cryptosystems to provide the basis of security for email, communication and
transactions on the Internet [74].

Devices that employ public-key encryption cryptosystems to manage secure
communication use two different keys: one to encrypt and another to decrypt,
as seen in Figure 2. In Figure 2 we assume that there are two users, Alice and
Bob, communicating using public key encryption. The encryption key is pub-
licly available, while the associated decryption key is privately held on Bob’s
device. This allows any device to encrypt its communication using the public
key with the confidence that this communication is secure, ensuring its contents
are hidden from unauthorized entities, provided the decryption key is kept se-
cret and only known by the intended recipient, Bob [41]. An attacker will need
to solve a hard mathematical problem, such as identifying the prime factors of
a large number, in order to break the encryption scheme [76].

Figure 2: Diagram of a Public Key Encryption Interaction

Post quantum cryptography was first introduced in 2003 as progress was
made in quantum computing; computation that has its basis in quantum me-
chanics [67]. It is known that the hard problems providing the basis of security
for the current standard public-key encryption protocols will no longer be com-
putationally infeasible to solve. Therefore, these encryption protocols will cease
to provide security once large quantum computers are available [73]. This ne-
cessitates the creation and adoption of a new cryptographic standard that will
remain secure even with the possibility of attacks from quantum computers.

It is useful to note the difference between post quantum cryptography and
quantum cryptography. Quantum cryptography uses quantum mechanics and
information theory in order to provide security [36] while post quantum cryptog-
raphy uses classical computing to provide security from quantum computers [10].

There are many areas where it is likely that post quantum cryptography will
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be used, such as hash-based cryptosystems, code-based cryptography, lattice-
based cryptography and multivariate polynomial cryptography [10]. However,
we will focus on code-based cryptography and specifically on the McEliece
cryptosystem, one of the cryptosystems proposed to the National Institute of
Standards and Technology (NIST) as a possible post quantum public key cryp-
tography standard.

2.2.1 Digital Signature Scheme

A digital signature can be used to check the integrity of a received message and
to verify the identity of the sender of the message [58]. Digital signatures pro-
vide integrity and verification by using either an encryption function or, more
commonly, a hashing function. There are two actions to carry out with digital
signatures: to sign a message and to verify if a received signature is valid [53, 14].
In Figure 3 we see the standard process to sign data. If we have the users Alice
and Bob communicating with digital signatures, Alice will use their private key
to sign the data to send and Bob will then verify the received data using Alice’s
public key.

Figure 3: Diagram of the Digital Certificate Signing Process

Digital signatures have been standardized since the 1990’s [58]. Therefore,
as digital signature schemes are also going to be affected by the availability of
quantum computers, new standards are needed for digital signatures as well [19].

2.3 NIST and Post Quantum Cryptography

NIST is part of the U.S. Department of Commerce and has been providing
technology and standards since 1901 [56]. NIST creates cryptographic stan-
dards and guidelines primarily for American governmental agencies to utilize
for protecting their information. However, these standards are frequently used
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by other organizations. NIST often engages with the cryptographic community
and when an area is identified as needing a new cryptographic standard, a com-
petition is started for researchers to share their proposed solutions [38]. NIST is
looking to replace their standards for encryption, key establishment and digital
signatures because they have been identified as the areas that will no longer be
secure with the use of quantum computers. These standards all use public-key
cryptography [57]. This competition was first proposed in 2016 but has only
recently closed the submission for the third and final round in October 2020 [57].

There were originally over 50 possible post quantum cryptographic standards
proposed in the first round of the NIST competition [20]. There are now four
public key encryption schemes with five alternates proposed, as well as three
digital signature finalists and three alternates [21]. Numbers were reduced at
the end of every round and comments made for improvements to the proposed
standards. Changes are still being made to these cryptosystems before stan-
dardization will take place. The draft of these standards is expected some time
between 2022 and 2024 [22].

When the competition was first proposed, in 2016, only designs for quantum
computers were available. Yet, it was known that their existence and use would
leave systems encrypted using current cryptographic standards unsecured [57].
There are now existing examples of functioning quantum computers, such as the
quantum computer Google created with a 72-qubit quantum processor and a
very low error rate [73] or the quantum computer from Honeywell with quantum
value 64 [45]. These devices are still considered not very computationally pow-
erful but are the largest quantum computers known to exist. These quantum
computers, due to the interference that takes place in quantum computers, are
considered more powerful than a classic computer with the same number of bits
for computation [69]. While quantum computers are unlikely to be prevalent
in the near future, the advancements we have seen require there to be a viable
alternative cryptosystem available soon so that there is adequate time to widely
implement this secure alternative.

NIST has identified that it usually takes around 20 years for the framework
of new cryptography standards to be rolled out. This makes it imperative to
begin considering possibilities now, as predictions have been made that quan-
tum computers at a scale large enough to make current security ineffective will
be possible in roughly 20 years [19].

NIST plans to reassess the threat quantum computers pose to our current
cryptosystems as soon as quantum-resistant standards for public-key cryptog-
raphy are available. This would allow them to analyze whether it is necessary
to discontinue the use of any current cryptographic standards [16].
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2.4 Types of Post Quantum Cryptography

There are four main types of post quantum cryptosystems proposed [10].

The first type of post quantum cryptography is hash-based digital signatures.
Digital signatures are commonly used for authentication and identification pur-
poses but do not carry out any encryption. Therefore, this does not provide
confidentiality but does provide integrity. Hash-based digital signatures provide
security based on the collision resistance of the hash function; no two differ-
ent documents will be able to produce the same digital signature. However,
the number of signatures that can be produced is limited unless the size of the
signatures is increased. An example of a hash-based scheme is the Merkle Sig-
nature Scheme (MSS) [14, 16].

The second type is lattice-based cryptosystems. A lattice is a set of points
periodically structured in an n-dimensional space. Lattice-based problems are
hard even for quantum computers and hence they provide security. Some lattice-
based cryptosystems can be proven secure under the conditions of worst case
hardness, which has resulted in a lot of interest in this type of cryptosystem.
They are also comparatively simple, parallelizable and efficient to implement.
However, it is difficult to have precise estimates of the security; while the worst
case may be easy to compute, the average case is not. Some examples of lattice-
based cryptography are the Goldreich–Goldwasser–Halevi/Hermitian Normal
Form (GGH/HNF) public key cryptosystem, the N-th degree Truncated poly-
nomial Ring Units (NTRU) public key cryptosystem and the Learning with
errors based (LWE-based) cryptosystem [16, 54].

The third type of cryptography is code-based cryptography. These cryp-
tosystems use error correcting codes as their underlying function to provide
security. Large keys are needed to provide security and while changes have
been suggested to reduce key length, this has compromised the security of the
cryptosystem. However, the originally proposed code-based systems have yet to
be broken and are fast to implement, even given the long key length. Some ex-
amples of code-based cryptosystems are the McEliece cryptosystem, the Nieder-
reiter variant of McEliece and the Cryptographic File System (CFS) signature
scheme [59, 16].

The final type of post quantum cryptography is multivariate polynomial
cryptography. This type of cryptography uses a set of polynomials over a finite
field as its basis. Solving nonlinear equations over a finite field is NP-hard, thus
providing the security for these cryptosystems. Many multivariate encryption
cryptosystems of this type have been proposed and then broken, so problems of
this type are now being considered as more useful for digital signatures [29, 16].
Rainbow is one of the digital signature finalists for NIST’s competition and is
an example of a multivariate cryptosystem [28].
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There have been other proposed post quantum cryptographic schemes that
have not fallen under these categories. However, there is not as much confidence
in these cryptosystems due to a lack of research [16]. We have, therefore, chosen
not to include them in our work. Based on current research we believe that a
code-based, and specifically the McEliece, cryptosystem is one of the best op-
tions for a post quantum cryptographic standard.

2.5 The Challenges of Post Quantum Cryptography

Currently, there have been three major challenges identified with implementing
post quantum cryptography. The first of these challenges is efficiency. Of the
proposed post quantum cryptographic schemes, none are as efficient as the cur-
rently used cryptosystems. Research has already improved the efficiency of the
proposed cryptosystems. However, further research is still needed [10].

The second challenge is confidence. Many post quantum cryptosystems are
newer and therefore have not had as much research done into possible attacks.
This results in there being less confidence in their security. It is therefore imper-
ative to have increased experience with post quantum cryptosystems and also
for more post quantum cryptanalysis to take place [10].

The third challenge of post quantum cryptography is usability. Encryption
mechanisms and digital signatures first need to be well defined and standardized
by an organization such as NIST. Then a software implementation that can be
used over many devices needs to be available in order for the cryptosystems to
be usable [10].

The challenge specifically for the use of post quantum cryptography to pro-
vide security for IoT devices is that, due to large key sizes, many cryptography
algorithms are not feasible [55]. This is especially a concern as many post quan-
tum cryptosystems provide their added security through the use of larger keys.

We will be looking specifically at the McEliece post quantum public key
cryptosystem as it addresses the three major challenges outlined above. Due to
it having been proposed forty years ago, there has been plenty of research con-
ducted with no serious threats to security yet found. It has also been found to
be very efficient, even though it has large key sizes, and is well documented [59].

While McEliece is considered efficient, it is important to check if this is
feasible with IoT devices and their specific limitations, such as their storage,
computational power and communication.
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3 The McEliece Cryptosystem

The McEliece cryptosystem was first proposed in 1978 as a possible code-
based public-key cryptosystem. Code-based cryptosystems use error correct-
ing codes as the basis for the encryption function, a function that cannot be
decrypted without knowledge of the key, which provides the security of the en-
cryption [18, 59].

The McEliece cryptosystem is based on the use of Goppa codes. Goppa codes
employ modular arithmetic in order to carry out error correction [72]. These
Goppa codes form the foundation for creating a publicly accessible generator
matrix that other devices can use to communicate securely with the original
device [51].

McEliece was the first algebraic code-based public-key cryptosystem pro-
posed. Although there has been over 20 years of cryptanalysis of the McEliece
cryptosystem, it has yet to be broken [67]. The McEliece cryptosystem uses
randomization when encrypting and was the first public-key cryptosystem to
do so [52].

The McEliece cryptosystem is the most researched cryptosystem of all the
participants in the competition held by NIST; it has been frequently researched
since its proposal over 40 years ago [51, 18]. This is one reason why McEliece
is being considered a possible option for a new standard. While the key sizes
are large, it is very fast to encrypt. It has also been well documented due to its
history and no serious threats to the cryptosystem have been found [59].

3.1 Definitions

A linear code is an error-correcting code where linear operations are used to
represent encoding and decoding, often using a generator matrix and parity
check matrix respectively [24].

A parity check matrix of a linear code is a matrix that outlines what rules
the elements of a linear code must satisfy [43].

The identity matrix is the matrix where if the column is equal to the row,
the cell value is 1, otherwise it is 0. For example:1 0 0

0 1 0
0 0 1


is the 3 × 3 identity matrix. Identity matrices are unique, as any matrix

multiplied by the identity will remain unchanged [33].
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A matrix G is a generating matrix of a linear code if its rows form a basis
of that code matrix C of size k × n. Conversely, given a generating matrix G,
〈G〉 gives the F -vector subspace spanned by the rows of the generating matrix.
k′ is the rank of the generating matrix and 〈G〉 is a code of type [k′, n]. There-
fore, 〈G〉 = C where C is the code matrix [67].

A matrix is a systematic generator matrix of a code when a matrix has
the first k × k values as the identity matrix and then the next k × (n− k) such
that it is a generating matrix for the code. This means the generator matrix is
now in systematic form [13].

A matrix is a non-singular matrix if it has an inverse. Hence, there exists
an n× n matrix B for the n× n matrix A such that

AB = BA = I

where I is the identity matrix [33].

A transpose vector is a vector that has either been transposed from a
column vector to a row vector or vice versa [15]. For example,

V =


1
0
0
1
1

, V T = (10011)

A permutation matrix is when an identity matrix has one or more rows
swapped [33].

A codeword is a linear code with dimension k and length n. It is defined
over a field that is a k-dimensional subspace of a set of n-dimensional vectors
[72].

The Hamming distance is the number of bits in two codewords that dif-
fer from each other [72]. For example, given the codeword x = (100011) and
y = (100110), x and y have a Hamming distance of two as only the fourth and
sixth bits differ.

The Hamming weight is the distance of a codeword from the zero string,
a string of all zeroes of the same length as the codeword. In other words, the
Hamming weight is the number of bits that are not zero in the codeword [72].
Using the same codeword x = (100011) from above, this codeword would have
a Hamming weight of three as there are three one values in this codeword.

Goppa codes are the linear error correcting codes that provide the basis
of the McEliece cryptosystem [51]. They are used for encryption and decryp-
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tion [72].

A Goppa polynomial is a polynomial g(z) with coefficients in GF (qm)
where q is a prime number and m is an integer. L is a subset of elements in
GF (qm) that are not roots of g(z). |L| gives the length of the Goppa polynomial
g(z) [9]. The length of the Goppa code, n is dependent on the value of L. The
resulting Goppa code is defined as

Rc(z) =

n∑
i=1

ci
x− ai

where L = a1, a2, ..., an and c = (c1, c2, ..., cn) is a vector of n codewords such
that the polynomial g(z) divides Rc(z) [72].

A binary Goppa code is a Goppa code where the Goppa polynomial g(z)
has coefficients in GF (2m) [72]. Therefore, the code has only values zero or one.

Other codes have been tried in variants of the McEliece cryptosystem but
none of the other error-correcting codes used have had the same level of security
as Goppa codes [52].

3.2 The McEliece Cryptosystem

In this section, we outline the structure of the McEliece Cryptosystem. The
encryption and decryption processes for users Alice and Bob to communicate
using the McEliece cryptosystem can be seen in Figure 4.

Figure 4: Diagram of a McEliece Public Key Encryption Interaction

First, a public key and its corresponding private key must be generated for
Bob. Our variables t, k and n are integers, where t is defined as the number of
errors that can be corrected, and k and n are the dimensions of the generator
matrix. We produce a k × n generator matrix called G for the linear code. A
random, binary, non-singular k×k scrambler matrix S as well as a random n×n
permutation matrix P is selected to generate our public key.
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The public generator matrix G′is computed by the following equation:

G′ = SGP (1)

Therefore, the public key is now (G′, t) and the private key is (S,G, P ) [52, 51].

To encrypt the message m to be sent, it must be represented as a binary
string of length k. A randomly generated binary vector, z, with length n and
maximum t one values is used to compute the binary vector, the ciphertext c:

c = mG′ + z

This binary vector c is then sent [52, 51].

To decrypt the message m from the received encrypted value c, the inverse of
the permutation matrix P needs to be calculated. This is then used to compute

c′ = cP−1

The decoding algorithm is then used to calculate m′ from c′. The message m
can then be found using the transpose vector of m and the equation:

m = m′S−1

where S−1 is the inverse of the non-singular matrix S used for the public key
generation [52, 51].

3.3 McEliece Example

In this section we shall outline an example of the McEliece Cryptosystem [71].

The Generator Matrix,

G =


1 0 0 0 1 1 0
0 1 0 0 1 0 1
0 0 1 0 0 1 1
0 0 0 1 1 1 1


The Scrambler Matrix,

S =


1 1 0 1
1 0 0 1
0 1 1 1
1 1 0 0


The Permutation Matrix,
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P =



0 1 0 0 0 0 0
0 0 0 1 0 0 0
0 0 1 0 0 0 1
1 0 0 0 0 0 0
0 0 1 0 0 0 0
0 0 0 0 0 1 0
0 0 0 0 1 0 0


The Public Generator Matrix,

G′ = SGP =


1 1 1 1 0 0 0
1 1 0 0 1 0 0
1 0 0 1 1 0 1
0 1 0 1 1 1 0


We then choose our message to send as m = (1101) and set our random

intentional error matrix to z = (0000100).

This then results in the calculated ciphertext c to send.

c = mG′ + z

= (0110010) + (0000100)

= (0110110)

When this is received, the value c′ = cP−1 is calculated, where:

P−1 =



0 0 0 1 0 0 0
1 0 0 0 0 0 0
0 0 0 0 1 0 0
0 1 0 0 0 0 0
0 0 0 0 0 0 1
0 0 0 0 0 1 0
0 0 1 0 0 0 0


This gives the result c′ = (1000111).

We can then decode c′ using y′ = (1110)T , the transpose vector of m. This
gives the receiver, Bob, the code word m′ = (1000110) and given the matrix
G chosen it is now known that mS = (1000). Therefore we can calculate the
original matrix by using the matrix S−1 where:

S−1 =


1 1 0 1
1 1 0 0
0 1 1 1
1 0 0 1


This multiplication of mS and S−1 gives m = (1101), the original message sent
by the sender Alice [71].
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3.4 Classic McEliece Proposal for NIST

The Classic McEliece cryptosystem is the variant of the McEliece cryptosystem
used for the NIST Competition and is now one of the finalists to choose a stan-
dard for public-key encryption that will remain secure once quantum computers
can be used for attacks [21].

The Classic McEliece cryptosystem utilizes the Niederreiter variant of the
McEliece cryptosystem. This variant uses the parity check matrix of the chosen
generator matrix G as the public key, rather than the generator matrix G itself.
This reduces the length of the produced column vector c from n to n−k, where
the dimension of the above matrices is k × n. This reduction in ciphertext size
results in notably small ciphertexts for a post quantum cryptosystem [18].

The Classic McEliece cryptosystem also specifies that the generator matrix
G chosen for the ciphertext c containing the private key must be unique and in
the systematic form. This reduces the key size from kn bits to k(n − k) bits.
These reductions in ciphertext length and key length increase the efficiency of
running the McEliece key and ciphertext generation algorithms [18].

These improvements of efficiency are important initial steps for the McEliece
cryptosystem to be computationally reasonable to use for public-key cryptog-
raphy. However, it is not known if these improvements are enough to make
the Classic McEliece scheme practical to carry out on devices that have limited
storage and computational power, such as Internet of Things (IoT) devices.

These changes do bring a slight loss in security of maximum 2 bits, which
given the improvement in efficiency is considered acceptable. It does result in
there being a slightly smaller pool of valid keys. Therefore, it is possible that
more than one key generation attempt is needed before a valid key is generated.
On average 3.4 attempts are needed to generate the key but this is considered
an acceptable overhead due to the reduced public key size and as the key is
often kept for a period of time, depending on the sensitivity of the data [18].
If constant sensitive communication is taking place, keys will likely need to be
changed more rapidly than if the McEliece cryptosystem is being used to en-
crypt a database that is not considered particularly sensitive.

Another consideration is that key generation takes time when carried out in
software. Therefore, applications must use a public key for a certain period of
time before the time needed to generate and distribute the keys is considered
acceptable. However, if key generation occurs in hardware it is quite fast [18].
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4 Security

The McEliece cryptosystem has been considered as a viable option for post quan-
tum cryptography as only slight improvements to attacks, using Grover’s algo-
rithm, seem to be possible with the use of a quantum computer [13]. Grover’s
algorithm is a quantum search algorithm that allows an item in a group of n
to be found in

√
n steps, rather than n/2 steps [50]. More specifically, this is a

quantum algorithm that allows an unordered list to be searched with complexity
o(
√
n/m) where n is the number of items and m is the number of solutions.

This is a major improvement over the fastest search algorithm, which is o(n) as
mentioned prior [64].

When assessing the security of the McEliece cryptosystem, the encrypted
message to be sent c and the public key G′ are known. Decoding the sent codes
is an NP-complete problem. This makes it easier to find a solution by randomly
selecting k coordinates from the message m at random. If there are no errors
in the randomly selected coordinates then the equation x̄ = mḠ, where x̄ is a
vector of selected x entries and Ḡ is a sub matrix of G′ the public generator
matrix [67]. This possibility requires a relatively long key to be used in order
for security to be assured.

Two algorithms to decode McEliece encrypted messages have been proposed:
Berlekamp and Patterson. The Berlekamp algorithm has the better performance
of the two, and hence is the algorithm most commonly researched. The security
level, in terms of the number of operations to decode, when using the Berlekamp
algorithm, is comparable with current cryptography standards [49].

Patterson algorithm is a decoding algorithm used for binary Goppa codes.
This algorithm finds the polynomial syndrome from the ciphertext c and de-
pends on the random error z. This can then be used to calculate the value of
the random error z and therefore decrypt the message as the addition of the
random error can then be reversed [35].

Another decoding algorithm proposed to be employed to decode the McEliece
cryptosystem uses information set decoding. This is considered one of the most
efficient decoding techniques. An attack was carried out using this algorithm
but it was not efficient enough to be able to decode McEliece ciphertexts within
a reasonable period of time, provided long keys are used. The cryptanalysis also
concluded that there is little room for improvement using this method. There-
fore, a better attack would only be likely using a different method of decoding
[32].

It can be seen that attacks on the McEliece cryptosystem using different de-
coding algorithms have been attempted and none have been successful. There-
fore, there are no serious threats to the security of the cryptosystem known [59].
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4.1 Classic McEliece Security Considerations

The Classic McEliece cryptosystem uses the established best practices in order
to ensure security. Uniform, random input is used for the public key establish-
ment and the private key G is computed by calculating the hash of this input.
Also, if decryption fails, rather than returning a key encapsulation mechanism
failure, a separate private key and the ciphertext are hashed together and this
value is then returned. The hash function used is SHAKE256 [18]. SHAKE256
is one of the two expendable output functions from the SHA-3 standard given
by NIST [30].

Hash functions are designed so that they are easy to compute but difficult
to reverse. This means that hashing data is straightforward. However, finding
the data from a hashed value should not be possible. This assurance is based
on the assumption that the hash function is well constructed so collisions will
not take place; meaning that it is not possible for two different data values to
have the same hash value [23].

The Classic McEliece cryptosystem is designed to provide security such that
the encrypted value is indistinguishable from random values under adaptive cho-
sen ciphertext attacks (IND-CCA2 security) [18]. This means that even if an
attacker is able to obtain many chosen ciphertext and plaintext pairs they can
not use them to decode other ciphertexts [48].

It should also be taken into account that the Classic McEliece Cryptosystem
was first proposed for the NIST competition. Therefore, this variant does not
have the same history of cryptanalysis as the original McEliece cryptosystem.

5 McEliece System for IoT Devices

The McEliece cryptosystem is quite fast but requires a significant amount of
storage, as the public keys are very long. For instance, a 460,647-bit key is
necessary to have the same level of security as a 1,024-bit public key for RSA,
a current public key cryptosystem used to secure communication over the In-
ternet [40], or a 160-bit elliptic curve key, another currently used public key
cryptosystem [4]. It is discussed in a recent paper that the large matrices re-
quired for both the public and private keys are the main disadvantage of the
McEliece cryptosystem for IoT devices [31]. This storage requirement is likely
not an issue for standard computers but may be a concern for many IoT de-
vices, that have become popular due to the fact that they are inexpensive. This
results in many IoT devices having limited processing power and storage ca-
pacity in order to minimize the cost of production. This means the McEliece
cryptosystem is likely infeasible for IoT devices [46].

As can be seen in Table 1, even in comparison with other post quantum
cryptosystems the McEliece cryptosystem requires significantly larger keys in
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Table 1: Approximate Key Size Summary for the Post Quantum Cryptosystem
Types [44, 61, 11, 18]

Algorithm Public Key Size Private Key Size

Code Based 1 MB 14 KB

Lattice Based 766 B 843 B

Multivariate Based 124 KB 95 KB

Hash Based 32 B 64 B

order to provide security [47].

The use of the McEliece system for IoT has previously been investigated,
specifically in the context of RFID tags. However, this research was undertaken
purely as a theoretical calculation. The authors approached the issue from a
specific perspective and they did not implement any practical testing [46]. Addi-
tionally, the McEliece cryptosystem has previously been tested on a Raspberry
Pi 3 and it was concluded that the main threat to the cryptosystem’s operation
was the processing power required [66].

There is, however, no research on whether the efficiency improvements made
to the McEliece system since that study was conducted will mitigate the issue
noticed above with a Raspberry Pi 3.

The submission package for the Classic McEliece scheme also discusses the
possibility of compression for private keys. Although private keys are much
smaller than public keys, this could be helpful in the event of wanting to reduce
the necessary storage space. Four different kinds of truncation have been pro-
posed [18].

The private key for the Classic McEliece variant has five elements. Depend-
ing on the truncation option, the final compressed private key can have one,
two, three, or four of the original five elements. Each reduction in private keys
saves significantly more space. However, it can be quite computationally ex-
pensive if the removed value needs to be recomputed. Therefore, all truncation
options have a trade-off between how much space is saved and how much work
is required to regenerate public key values if needed again later [18].
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6 Design

Our first consideration when designing our experiment is what set up we as-
sume for our IoT devices. We decided on a layout where there are many IoT
devices all connecting to one central gateway that then communicates with the
organization’s other servers for storage or processing. This is seen in Figure 5.

This is referred to as a Device-to-Gateway communication model. This
model provides better interoperability between the many IoT devices. It is
also possible for a gateway to even be a smart phone if it has the correct appli-
cation installed [68]. We assume that our gateway is able to receive and process
received packets from the IoT devices in such negligible time that the many con-
nected devices will not differ in processing time to just having one IoT device
connected.

Figure 5: The connection setup of our IoT devices to a central gateway

We also had to decide on what device we would use to model an IoT device for
our experiment. We decided to use a Raspberry Pi to model an IoT device as it
allowed us to use a less powerful device but also one that would be general, given
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that many IoT devices run on specific embedded systems or micro-controllers.

6.1 IoT Communication Protocols

We then looked into existing communication protocols for IoT devices. The ma-
jority of the common communication protocols have security included as part of
the protocol. We found that there were two overarching categories of protocols:
Low Power Wide Area Networks (LPWANs) and short range networks. One
consideration common to all the protocols was the need for communication to
be low power, requiring a low power consumption [3]. This highlighted the im-
portance of power consumption when running protocols on an IoT device and
showed that the power required to use the Classic McEliece cryptosystem will
be an important consideration.

7 Implementation

In order to carry this out we had to get a Raspberry Pi, prepare it and then
run the suggested standardization implementation on the Raspberry Pi.

We used the Raspberry Pi 3B+ to carry out our experiments. This model
of Raspberry Pi has the specifications: Broadcom BCM2837B0, Cortex-A53
(ARMv8) 64-bit SoC at 1.4GHz 1GB LPDDR2 SDRAM 2.4GHz and 5GHz
IEEE 802.11.b/g/n/ac wireless LAN [62]. We installed the operating system
image for our Raspberry Pi onto a USB stick with 4 GB of memory.

The implementation we used was the Classic McEliece cryptosystem code
provided as part of the submission package to NIST. This setup will be what is
used as a future standard, with possible minor adjustments, if this cryptosystem
is selected. This is an implementation with over 10 modules of code and is writ-
ten in the C programming language [18]. We chose to use the mceliece348864
implementation as it is the smallest key size possible for the required security
level by NIST and therefore has the shortest implementation time. This makes
this version of the McEliece cryptosystem the most practical to be used for IoT
and other resource constrained devices.

This version of Classic McEliece cryptosystem has public keys of size 261,120
bytes, private keys of size 6,492 bytes, a ciphertext of size 128 bytes and a ses-
sion key of 32 bytes. This version of the Classic McEliece cryptosystem has
IND-CCA2 KEM, Category 1 security protection [18]. This means that even if
it is possible to submit several ciphertexts to a decoding oracle that returns the
related plaintext it is still unable to derive the private key used [26].

The Classic McEliece system implementation also required the use of other
standard NIST libraries for things such as hash generation, which were difficult
to find and had undergone changes in the available git repositories since when
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this implementation was first proposed. The eXtended Keccak Code Package
(XKCP) collates the open source implementations for the Keccak defined cryp-
tographic systems into a repository [39]. Keccak is the name of the hash function
used and the standards are named SHA3

It was also necessary to install OpenSSL in order for the implementation to
function as this is used for secure communication. OpenSSL is an open source
software for the Transport Layer Security (TLS) protocol, which was previously
known as the Secure Sockets Layer (SSL) protocol [63].

There is also the situation that this proposal has only just been put forward.
As a result, previous work had not been done on the Classic McEliece crypto-
system. Therefore, information about its implementation was limited solely to
the submission package provided to NIST for the post quantum cryptography
competition [18].

7.1 The Effect of COVID-19

Due to our lockdown this year it was necessary to move our implementation
setup from the lab environment to be run on a laptop. This required a few extra
steps to be taken. First, it was necessary to find the relevant connectors and
ensure that SSH was still possible with the new device on a different network.
Second, a virtual machine running a Linux operating system was set up and
used in order to be able to run the code locally on our personal device. This
was needed as it was not possible to add the necessary libraries for connection
and hashing on a MacOS Operating System. Finally, we setup our Raspberry
Pi disk image on a USB stick rather than a secure digital (SD) card as there
was no SD card reading or writing capability in our home setup but changes
needed to be made to permissions in order for the Raspberry Pi to connect to
our personal device.

7.2 Experiment

Our experiment was carried out on a Raspberry Pi 3B+ to test the time taken
to generate keys, encrypt messages, and decrypt ciphertexts using this device.
Our Raspberry Pi was running the Raspberry Pi OS Lite and had a CPU fre-
quency of 1.4 GHz [62].

For comparison, the same steps of key generation, encryption, and decryp-
tion were run and the time taken recorded while using our own laptop. This
was carried out on a Linux Mint 19.3 Virtual Machine on a 2017 MacBookPro
running MacOS Big Sur. The Linux virtual machine has a base memory of 3072
MB and 2 CPU processors and runs at a CPU frequency of 2.9 GHz.

We ran the full suite of the Classic McEliece cryptosystem (key generation,
encryption, and decryption) 15 times and recorded the time taken for each
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Table 2: Table of the Specifications of Devices Used in Our Experiment

Device Type CPU RAM

Raspberry Pi 3 1.40 GHz 4 GB

Laptop 2.90 GHz 16 GB

titan0 [18] 3.50 GHz 32 GB

different action. We ran and recorded the time taken for these three steps in-
dividually and averaged them to match the values submitted to NIST in the
Classic McEliece submission package.

The Classic McEliece cryptosystem submitted to NIST implemented and
analyzed the run time on a super computer. This computer is called titan0 and
has an Intel Xeon E3-1275 v3 (Haswell) CPU that is running at 3.50GHz. It
also is on a machine with 32GB of Random Access Memory (RAM) [18]. We
will compare the results given by our experiments on devices with different pro-
cessing powers with those written in the submission package.

An overview of the specifications of the three different devices used is seen
in Table 2.

8 Results

8.1 Experimental Performance Analysis

Running the Classic McEliece cryptosystem on our laptop, we had the mean
value of 0.143s and a median value of 0.148s for key generation. Key generation
also had a range of 0.14s and a standard deviation of 0.0437s. For encryption,
our laptop had a mean of 0.00016s and a median of 0.0001s as well as a range
of 0.0009s and a standard deviation of 0.0002s. Decryption had a mean time of
0.0246s and median time of 0.0268s. The range for decryption is 0.0276s and
the standard deviation is 0.0069s.

Carrying out the implementation on the Raspberry Pi gave a mean value
of 5.95s for key generation and a median of 5.43s, with a range of 2.66s and a
standard deviation of 0.8996s. For encryption, the mean time taken was 0.0428s
and the median time was 0.03913s. Also, the range is 0.0038 and the standard
deviation is 0.0013s. Finally, decryption had a mean of 1.0619s and a median
of 0.9697s with a range of 0.489s and a standard deviation of 0.1657s.
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Table 3: Table of the Experimental Average Time Taken to Generate Keys,
Encrypt, and Decrypt on Different Machines

Device Type Key Generation Encryption Decryption

Raspberry Pi 3 5.952 s 0.0428 s 1.0619 s

Laptop 0.1433 s 0.00016 s 0.02463 s

titan0 [18] 16.58 s 0.0125 s 0.0383 s

The provided results with the Classic McEliece cryptosystem submission
package, for the version mceliece348864, are a mean of 16.58s (46,526,112 clock
cycles) and a median of 13.29s (58,034,411 clock cycles) for key generation, where
key generation is successful 29% of the time [18]. For encryption, the submitted
performance analysis says that encryption has a mean of 0.0127s (43,832 clock
cycles) and a median of 0.0125s (44,350 clock cycles), when run on the titan0
computer [18]. The submission package outlines the time taken for decryption
is a mean of 0.0385s (134,184 clock cycles) and a median of 0.0383s (134,745
clock cycles) using their computer [18].

An overview of the average values for the three different devices can be seen
in Table 3.

The trends in encryption and decryption can be seen in Figure 6. The figure
shows how decryption is always more time consuming than encryption, though
the difference in time taken varies depending on the device. The Raspberry Pi
has the greatest difference in time by a large margin. It can also be seen that
the time taken to encrypt and decrypt on a laptop has taken less time than the
computer, which is the opposite of what we would have expected due to the
higher processing power of the computer.

Similarly, for the time taken for key generation we can see in Figure 7 that
the laptop has taken less time than the computer to generates keys. However,
in addition the Raspberry Pi also generated keys in a shorter period of time
than the computer, in just over a third of the time, which is quite different to
what would be expected. The standard deviation for key generation with the
Raspberry Pi is quite high so it may be because of this high value that we are
not getting a value matching our expectation.
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Figure 6: Comparison of the Experimental Average Time Taken to Encrypt
and Decrypt on Different Machines

In all of the sets of data we have been provided we can see a general increase
in time taken for the experiment as devices become more constrained. However,
this progression is not as clear as what we would expect. In order to assess how
different our values are to the expected values when running this implementation
of the Classic McEliece cryptosystem we calculated a theoretical performance
analysis to compare with our values.

8.2 Theoretical Performance Analysis

The Classic McEliece submission package has included in their performance
analysis the number of Central Processing Unit (CPU) cycles required on aver-
age for the different tasks: key generation, encryption and decryption [18].

This allows us to propose the theoretical time taken for different types of de-
vices given the frequency of their CPU is known. This is because the frequency
gives the number of clock cycles in a second. Therefore, in the following section,
we will compare the time taken to carry out the three steps on a Raspberry Pi
3B+, an IoT device with a higher clock speed (300 MHz), and an IoT device
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Figure 7: Comparison of the Experimental Average Time Taken to Generate
Classic McEliece Cryptosystem Keys on Different Machiines

with a lower clock speed (8 MHz). Frequency of IoT devices are taken from the
maximum and minimum frequencies for IoT devices suggested at NIST’s post
quantum cryptography standardization conference [5].

Table 4: Table of the Theorized Average Time Taken to Generate Keys,
Encrypt, and Decrypt on Different Device Types

Device Type Key Generation Encryption Decryption

Laptop 16.04 s 0.015 s 0.046 s

Raspberry Pi 3 41.45 s 0.032 s 0.099 s

High CPU IoT Device 193.45 s 0.148 s 0.449 s

Low CPU IoT Device 2418.10 s 1.848 s 5.614 s

For a laptop, such as the one we are using for our experiments, that runs at
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a CPU frequency of 2.9 GHz average values of 16.04s for key generation, 0.015s
for encryption, and 0.046s for decryption are expected when running the Classic
McEliece cryptosystem.

For the Raspberry Pi 3B+ the following average values are expected when
running the Classic McEliece cryptosystem: 41.45s for key generation, 0.032s
for encryption, and 0.099s for decryption.

For the higher CPU IoT device, the following average values are expected
when running the Classic McEliece cryptosystem: 193.45s for key generation,
0.148s for encryption, and 0.449s for decryption.

For the lower CPU IoT device, the following average values are expected
when running the Classic McEliece cryptosystem: 2418.10s for key generation,
1.848s for encryption, and 5.614s for decryption.

A comparison of the time taken for encryption and decryption for these three
devices is seen in Figure 8. It can be seen that the time taken for decryption is
slightly more than encryption on all devices but as the CPU frequency decreases
the difference between the two values also increases. It can also be seen that the
difference in run time between a 1.4GHz and a 300MHz CPU is less noticeable
as the difference between a 300MHz and 24 MHz CPU.

We can also see in Figure 9 the general trend of there being a marked in-
crease, especially for the IoT device with a low CPU. Also of note is that, even
though the trend is similar, the scale is quite different as the low CPU IoT de-
vice is forecasted to take 2,418 seconds, or approximately 40 minutes to generate
keys, while decryption would only take 5.614 seconds.

8.3 Comparison of Theoretical and Experimental Perfor-
mance Analysis

We then used the values found through experimenting on our Raspberry Pi and
laptop as comparative points to the theoretical values calculated to view the
similarity, or differences, between these values.

First, we compared the time taken for encryption, as seen in Figure 10. For
this process, the experimental value was larger than the theoretical when using
the Raspberry Pi, by about 0.2 seconds. However, the experimental value for
encryption on the laptop was considerably less than the theoretical value, less
than a tenth of that value.

We then compared the time taken to decrypt in our experiment compared
to the theorized time, seen in Figure 11. It can be seen that for the laptop the
values are very similar, with the experimental value being slightly smaller. In
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Figure 8: Comparison of the Theorized Average Time Taken to Encrypt and
Decrypt on Different Device Types

contrast, we can see that the experimental time taken to decrypt on the Rasp-
berry Pi is noticeably longer than it was theorized. This could possibly be due
to the fact that the implementation has a correctness check when decrypting
to ensure that all decrypted ciphertexts match the messages that have been
encrypted. However, as this difference is only seen on the Raspberry Pi and not
on the laptop it is difficult to make any conjecture on its cause.

Finally, we compared the time taken for key generation in our experiment
and the expected times, as can be seen in Figure 12. It can be seen that the
time taken for key generation in our experiment is a fraction of what is expected
in the implementation.

Through this comparison we noted that except for one case, the experimental
time for decryption on a Raspberry Pi, the experimental values are smaller than
the theoretical ones. This is unexpected but is encouraging that perhaps the
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Figure 9: Comparison of the Theorized Average Time Taken to Generate
Classic McEliece Cryptosystem keys on Different Device Types

same will hold for the smaller IoT devices and their theorized delay will in fact
be shorter than projected.

9 Discussion

One of the most unexpected areas of our results was that the values for the
time taken for key generation were significantly shorter than what would be
expected given the submission package. This may possibly be due to the fact
that the seeds for random number generation used for the experiment were the
ones suggested in the implementation files. Therefore, they could have possibly
been chosen so that they would always successfully generate keys.

The Classic McEliece cryptosystem submitted to NIST implemented and
analyzed the run time on a computer with a CPU AT 3.5 GHz and 32 GB of
RAM, while many laptops have only 8GB or 16GB of RAM and a CPU running
at less than 3 GHz [18]. This means that the provided performance analysis is
in fact not particularly realistic when keeping in mind most devices would not
have this capability. It is seen that the submission package has tried to mitigate
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Figure 10: Comparison of the Theorized and Experimental Average Time
Taken to Encrypt Using the Classic McEliece Cryptosystem on a Raspberry Pi
and Laptop

this by providing values, such as timing, according to the number of clock cycles
so that it can be related to other devices easily.

However, as seen in the theoretical analysis the difference in CPU for IoT
devices compared to even a Raspberry Pi, let alone a computer, creates a large
impact on the time taken for implementation of the Classic McEliece crypto-
system. Consider how the theoretical time for key generation on a low power
CPU shows it would take about 40 minutes to generate the keys. Additionally,
this time doesn’t take into account the possible need to carry out key genera-
tion several times due to key generation being unsuccessful. This quite obviously
makes key generation impractical on a device this constrained.

One of the advantages for the Classic McEliece cryptosystem is that the ci-
phertext sizes are all very small; considerably smaller than the other post quan-
tum cryptosystems with the same level of security. They also are consistent for
each level of security; only when the key size increases does the ciphertext size
increase. Also, this increase is markedly less; a public key that is approximately
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Figure 11: Comparison of the Theorized and Experimental Average Time
Taken to Decrypt Using the Classic McEliece Cryptosystem on a Raspberry Pi
and Laptop

twice the size has a 60 Byte increase [18].

Another advantage is that the time taken for encryption and decryption is
still quite low, even for the lower CPU of an IoT device. This means that the
more repeated actions will not have as much of an overhead, as key generation
should only need to occur periodically rather than every time a message is sent
or received.

There is also the possibility to not need any RAM to be used by the device
using the McTiny algorithm. This algorithm has clients use a small network
server that will stream ephemeral keys and set up the new sessions. This would
increase the practicality of using the Classic McEliece cryptosystem for IoT de-
vices, as there will be less of a storage requirement for a specific device because
it would be distributed to the central server [12]. This luckily mitigates the
concern of storage for these large keys, but unfortunately still doesn’t take into
account the concerns around their generation.

We can consider these times in relation to the period of information to send.
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Figure 12: Comparison of the Theorized and Experimental Average Time
Taken to Generate Keys Using the Classic McEliece Cryptosystem on a
Raspberry Pi and Laptop

If an IoT device is sending information back to the gateway server every 10
minutes or every hour then delays of several seconds would likely have little
effect on the communication between the IoT device and the gateway. However,
if the IoT device is sending updates over a period of a minute, or shorter, these
delays will become noticeable and start affecting the functioning of the sensor
and its communication.

The feasibility of using the Classic McEliece cryptosystem will also depend
on the sensitivity of the data being transmitted by the IoT device to the gate-
way. If the data is considered confidential, the public key will be changed more
often, perhaps even every day. However, if the data is less sensitive it may be
considered acceptable to keep the same key for several days or even months,
provided the system hasn’t been compromised in any way. This variance in key
generation will also affect whether the overhead for generating public keys will
be considered worth the expense. In general, it would be best to generate new
keys as infrequently as possible.

It should also be taken into account that the probability that key generation
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is successful is approximately 29%. Therefore, it would be expected that on
average 3-4 attempts would be needed until a key was successfully generated.
Using the geometric formula we can calculate E = 1/P where P is the prob-
ability of success and E is the expected number of attempts [75]. This gives
that it is expected that 3.45 attempts (1/0.29 = 3.45) are needed before the key
has been generated successfully. This would mean that the actual time taken
to generate a valid key would be approximately calculated after 3.45 ∗ t where
t is the time taken to generate a key.

Overall, the marked difference between our experimental results and the the-
oretical results has highlighted the importance of collecting different types of
information to calculate the computational power required to run this crypto-
system. It also raises the question of what other factors, other than the CPU,
will affect the time taken to implement the Classic McEliece cryptosystem.

10 Future Work

This work could be used to implement another proposed post quantum crypto-
system, such as lattice based cryptosystems, and compare its suitability for use
with IoT devices. This could also be conducted with an actual IoT device, such
as a device with some of the standard IoT micro controllers. NIST has rec-
ommended the Arm Cortex-M4 [65]. This would be done to provide a better
understanding of the use of this cryptosystem with IoT devices.

Another possible area for future work would be to carry out the experiment
looking at factors other than time, such as more detailed processing power in-
formation or battery consumption information when using the Classic McEliece
cryptosystem on a more resource constrained device.

This experiment could also be carried out with several IoT devices, or Rasp-
berry Pis, all connecting to one central server to see if the multiple devices
change the interaction between each IoT device and the server.

It would also be important to look into how post quantum secure digital sig-
natures could be created and used by IoT devices and possibly how the inclusion
of encryption and a digital signature may affect an IoT device.

11 Conclusion

Through our report we have analyzed and explained the need for, and use of,
post quantum cryptography. We have also considered how the requirements for
a cryptosystem used by IoT devices will be different than one that is used by
other types of devices. We have looked at possible post quantum options and se-
lected the Classic McEliece cryptosystem as a viable option. We have analyzed
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its use for IoT through its implementation on a Raspberry Pi and considered
how this differs to its use for standard computers and super computers.

We have found that there is a possibility for the Classic McEliece crypto-
system to be used for IoT devices. With a device such as a Raspberry Pi
delays were acceptable and for other IoT devices with a higher CPU the Classic
McEliece cryptosystem could be a good idea for post quantum security. How-
ever, for other more constrained IoT devices it will likely not be a practical
choice due to the large delays.

This report has outlined how the McEliece cryptosystem generates keys, en-
crypts and decrypts data. It also discusses the changes that the Classic McEliece
cryptosystem has made and how these will be helpful for its use, especially for
IoT devices. It also looks at the implementation time on different device types
and how it differs depending on the device.

The main areas we have discussed are: the importance of creating post
quantum cryptographic standards that can also be used for IoT devices, and
the importance of analyzing the performance of a cryptosystem on many types
of devices, including a more resource constrained device in order to have a more
holistic understanding of the functionality of that cryptosystem.

This work highlights not only the work that needs to continue being done
in the area of post quantum cryptography but also the steps that are already
taking place. This work has shown that it is possible to use post quantum
cryptographic standards for IoT device. It also takes into account the differences
there are between devices and how the cryptographic scheme will function on
each device. We have also contextualized how the smaller CPU values of IoT
devices will seriously affect the time taken to complete tasks.
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