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Abstract

In 2021, the National Certificate of Educational Achievement (NCEA) expanded achieve-
ment standard 91898, allowing students to be assessed on cybersecurity. As a result, the
computer science field guide (CSFG) introduced a new chapter covering cybersecurity. This
report details how the interactive activities of the new cybersecurity chapter were developed,
and examines how effective the new CSFG chapter is as a teaching tool

We found that teachers were generally positive about both the new chapter and the
interactives related to them. They found our interactive about firewalls to be an engaging
game that encouraged students to continually replay it. They also believed our password
brute force attack interactive was an important tool for children to have access to. A
common criticism was the password dictionary interactive, with the dictionary missing some
common passwords. Overall, the interviews with teachers led me to the conclusion that the
new CSFG chapter will be an effective tool for teaching cybersecurity concepts to students.

1 Introduction

The Computer Science Field Guide (CSFG) is a tool that has been used by teachers and
students around the world since 2011. It aims to teach computer science concepts without
the need for programming, and equips teachers with the tools required to teach relevant
National Certificate of Educational Achievement (NCEA) standards. In 2021, NCEA ex-
panded achievement standard 91898, allowing students to choose cybersecurity as a topic
to learn and be assessed on. Because the CSFG is modelled around NCEA standards, a
chapter on cybersecurity has been developed to support newcomers to the topic.

The goal of this research project was to help refine and improve the cybersecurity chapter
in the CSFG, followed by measuring how effective it is as a teaching tool. The first part
was primarily achieved through implementing interactive activities (referred to in this paper
as interactives) that support users learning cybersecurity. Interactives are activities on the
CSFG that can be interacted with, designed to help reinforce concepts taught throughout
the chapter in an engaging and interesting way. They can take the form of games, tools,
and general demonstrations of the concepts.

Once the interactives were created, I aimed to measure how effective the new chapter
would be as a teaching tool. This was accomplished through interviewing teachers across
New Zealand, gathering their thoughts and feelings on the new chapter. This allowed me
to get an idea of what their opinions were on the chapter, and future changes have been
proposed based on the feedback gathered.

This paper first introduces background information to support why this research is im-
portant, and to explain why we made certain decisions during this project. We then explore
the steps taken to design, develop, and implement the interactives into the cybersecurity
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chapter. We then look at the evaluation of the chapter. We discuss options explored for
evaluation, and explain why we chose the method of interviewing teachers. Following this,
we look at teacher feedback from these interviews, and use this information to determine
whether or not the new chapter is an effective teaching tool.

2 Background

This section outlines prior research relevant to this project. It explores six topics. Firstly,
the goals of computer science education, its guiding philosophies, and purpose. The second
topic is issues within computer science education. This identifies a gap in resources in the
field, validating the need for this project. After this gap has been identified, we look at
why teaching cybersecurity is important. We then explore the design principles behind the
CSFG. This is to ensure the interactives line up with these design principles. After this,
we explore different cybersecurity topics themselves, justifying why we created interactives
for these topics. Finally, we look at some past attempts to create educational cybersecurity
resources. This is to see what we can learn from previous attempts at similar research.
These topics all provide background and motivation for this research project.

2.1 Goals of Computer Science Education

When approaching computer science as a newcomer, it can be easy to get lost in the details
of it all and lose sight of the big picture (Bell et al., 2018). Focusing on the bigger picture
makes it easier for someone who is new to the content, such as a teacher with no computer
science background, to understand what they are being asked to teach. The 10 big ideas
talked about in the paper by Bell et al. (2018) are not the only thing to take from it.
The other message to take is that stepping back and looking at things as a whole allows
newcomers to see the subject in a less daunting way. This allows them to better understand
why they are learning or teaching it. For this project, it was imperative to make sure that
teachers and students understood why they were learning about cybersecurity. If they did
not, it is possible they would not have cared about the topic, leading to less engagement.
Keeping this in mind prevented the CSFG chapter from being overwhelming for newcomers,
and overall made it more useful for students and teachers alike.

These concepts explored by Bell et al. (2018) are backed up by Armoni (2013), who looks
at the computer science curriculum. This article states that curricula should be based on
fundamental ideas, much like Bell et al. (2018) stating we should look at the big picture.
If major changes are happening to a curriculum often, it may mean that the curriculum is
looking at the wrong kind of content. Focusing on the fundamental ideas, and aiming to
introduce them in the simplest way possible, leads to less confusion from everyone involved.

These papers share the idea that looking at computer science from a broader, big picture
mindset makes it easier to learn and teach. It ensures that teachers and students are not
overwhelmed by how expansive the field of computer science, and subsections of the field, can
be. This was important to keep in mind when developing interactives for the new chapter,
as getting caught up in unnecessary technical details without having clear objective or
overarching goals would have made it hard for newcomers to engage.

2.2 Issues within Computer Science Education

Bell (2014) looks at the challenges teachers have faced establishing a computer science
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curriculum in high schools across New Zealand. Teachers around New Zealand were willing
to learn the content required to teach computer science, but the scope of the subject could
leave many feeling overwhelmed. It is important not to overwhelm newcomers to the field,
as it can lead to them not wanting to pursue it anymore (Bell, 2014). We believe that the
new cybersecurity chapter of the CSFG will allow newcomers to feel more confident when
teaching cybersecurity.

Falkner and Vivian (2015) review 65 resources available to Australian high school teach-
ers for teaching and learning computer science. They found that there was a gap, as many
topics in computer science, outside of programming, did not have suitable resources. This
is a gap the CSFG aims to fill. While cybersecurity was not one of the gaps they specified,
the notes that a majority of the resources available are based around programming. As
the CSFG does not require any programming to be useful, it is clear it aims to fill this
gap. While this study was limited to English resources, suitable for Australian schooling,
the information provided was still useful for this project, as it showed us the necessity of
developing new resources.

When looking at computer science in New Zealand schools, Bell et al. (2014b) recognised
that teachers were finding it challenging to adopt the material. How much training teachers
had, and how confident they were in the subject, would determine if the subject would
succeed. The study determined that, in order to improve computer science in schooling
around New Zealand, teachers need better and more support. Support can come in many
forms, and the CSFG is one of those, acting as a resource that teachers can draw upon to
more effectively teach the subject. Expanding the CSFG will in turn expand the amount of
support teachers have.

Gibson (2013) looked at games available for teaching computer science. This is relevant
to us, as games are a form of interactive activity. He found that of the 45 games reviewed,
very few topics were covered. The two main topics were binary number conversion and
introductory computer programming. While these two topics are useful, this research shows
that the breadth of computer science is not fully accessible to teachers or students.

A common theme among these papers is the need to provide resources to support teachers
in educating their students. However, there is a lack of worthwhile resources currently
available. Therefore, resources need to be developed. The CSFG covers a wide range of
topics, and expanding it to cover cybersecurity will make computer science more accessible
to a wider audience.

2.3 The Importance of Cybersecurity Education

Wanting to help students do well in NCEA is a good motivation to teach cybersecurity, but
it is not the only one. An important fact in cybersecurity, and security as a whole, is that
the weakest link is quite often the human one (Furnell and Clarke, 2012; Corradini, 2020),
which makes it vital to improve users’ mental models when it comes to cybersecurity (Spero
and Biddle, 2020). Zimmermann and Renaud (2019) recognise that, while humans are the
weakest link in any security system, they are also the one that can be the most improved on.
He found that exposing people to cybersecurity issues in a safe environment makes them
more likely to improve their behaviour in the real world. The new chapter in the CSFG
aims to not only help students do well in NCEA, but also aims to improve their mindset
when it comes to cybersecurity as a whole.

However, Bada et al. (2019) recognise that raising cybersecurity awareness does not
necessarily lead to a change of behaviour. They note that simply supplying information is
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not enough, it needs to be done in an engaging way. Zhang-Kennedy et al. (2016) show that
interactive activities are an effective way to get users to retain cybersecurity information. As
this research project involved implementing interactives into the new cybersecurity chapter,
it was reassuring to see that they are a good way to get users to retain information.

2.4 The Computer Science Field Guide

Bell et al. (2014a) discuss the guiding principles of the CSFG. The CSFG is an interactive,
open source tool designed to focus on key concepts in computer science, with no program-
ming knowledge required. It is designed to be flexible, allowing for new topics to be added
as need be. This will allow the cybersecurity chapter to be added seamlessly once work on
it is complete. The CSFG is also designed to allow students to work at their own pace, and
allowing different learning styles to be catered to. Teachers are also catered to, with teacher
tips if they want to use the CSFG in a classroom setting. The interactive activities are
implemented to get students directly engaged in the topic, instead of passively absorbing
information (Bell et al., 2014a). The different design philosophies discussed by Bell et al.
(2014a) have guided the design of the interactive activities, ensuring the match with the
goals of the CSFG.

2.5 Cybersecurity Topics

Before this research began, an outline for the new cybersecurity chapter was created by
consulting experts in the cybersecurity field. These experts ensured that the topics covered
in the CSFG would be topics that are actually relevant to real world cybersecurity issues.
As this outline was completed before I came onto this research project, my list of topics the
interactives could be about was already narrowed down for me. Any interactives designed
for the new chapter would need to be relevant to topics covered throughout.

These topics include offence and defence, how people impact cybersecurity, software up-
dates, firewalls, viruses and malware, and cybersecurity policies and practices. Background
research was done on all of these topics, to ensure the best decisions were made when
choosing what to create interactives about, but only topics that interactives were actually
designed for will be discussed here. Of these topics, three were initially chosen to have inter-
actives designed for them, with two being fully implemented. These topics were how people
impact cybersecurity, firewalls, and cybersecurity policies and practices, with the latter two
becoming full interactives. We will look at some background research around these topics,
exploring why they are important to teach.

2.5.1 How People Impact Cybersecurity

This topic covers many aspects of people working with cybersecurity systems, but the one
we chose to focus on for an interactive concept was phishing attacks. Phishing attacks were
responsible for 92.4% of detected malware in 2018 (ENISA, 2019). Chiew et al. (2018)
looks into the different ways phishing attacks are performed. It is found that six out of
eight types of phishing are related to the internet, with the other two being short messaging
service phishing and voice phishing. The most common type of phishing comes from social
engineering, which is tricking users into believing who they are interacting with is from a
legitimate business or organisation. Another type of phishing is a man in the middle attack,
where hackers intercept messages, commonly emails, bound for another person and subtly
change details before sending it on again. A recent example of this came in 2021, when
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two people were sent invoices by Tesla that had been intercepted and had the payment
details changed, costing each person over $70,000 (Bainbridge and Florance, 2021). Even
though phishing has been around since 2005 (Forrester, 2021), it remains a constant threat
to cybersecurity.

Despite social engineering being relatively low tech, it is still a large source of malware
and cybersecurity breaches in the modern world. We believe that teaching CSFG readers
about phishing threats may lead to them behaving safer online, and may have a flow on
effect of them warning others. For this reason, an interactive on phishing attacks and
social engineering was designed to complement the chapters section on how people impact
cybersecurity.

2.5.2 Firewalls

Firewalls provide another layer of security to users, monitoring and filtering network traffic
coming to the user (Kizza, 2020). Firewalls are extremely important for protecting users
and systems online. In 2019, over 24% of internet traffic came from bots trying to attack
different business websites (Roberts, 2020). This is significantly higher than in 2018, when
it was 6%. Almost a quarter of internet traffic is trying to act in ways which are harmful
to businesses, showing the importance of protection such as firewalls.

Kizza (2020) explains what firewalls are, and discusses their importance. He looks at
different types of firewalls, their applications, their limitations, and more. While the breadth
and depth of this is beyond what the CSFG chapter will require, there are some example
questions that helped in the design of the interactive about firewalls. The questions by
Kizza (2020) allowed me to better understand what the interactive needed to teach to be a
useful tool.

As stated by Spero and Biddle (2020), improving the users’ mental model is imperative
for improving cybersecurity effectiveness. With how important firewalls have been shown to
be, an interactive activity showing how they work was chosen to be developed. We believe
that the interactive developed will help students understand the importance of firewalls,
and appreciate the task that they perform.

2.5.3 Cybersecurity Policies and Practices

This topic also covers a wider range than one interactive could. Because of this, we chose
to focus on a cybersecurity policy that many students and teachers will already be familiar
with. The final interactive is based around passwords and password security.

Tirado et al. (2018) examine different techniques that can be used to crack passwords.
They found that, with the constantly increasing power of computers, techniques that used
to take decades may be able to crack passwords in a matter of hours.

Shen et al. (2016) examine the characteristics of passwords in the wild, to see if they
match assumptions made years ago. Many of their results found that password security is
still not taken seriously. 45% of real word passwords they examined were composed entirely
of numbers, and 70% of passwords that contained symbols only contained symbols that were
defined as “easy to reach”. Shen et al. (2016) also found that many users are lazy. 15% of
passwords are made up of the most common passwords, and 4.55% of passwords were the
same as the users’ username. I initially believed that an interactive on password security
may not be necessary, as students and teachers are likely to have been told what makes a
good password, but these results inspired me to create an interactive activity teaching the
importance of choosing good passwords.
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2.6 Cybersecurity Education Resources

Before creating new cybersecurity interactives, I felt it was important to look at previous
research into activities designed to teach cybersecurity. Many previous interactive resources
are too advanced for the nature of the CSFG (de la Rocha Ladeira and Obelheiro, 2018;
Cheung et al., 2011; Jin et al., 2018; Vigna, 2003), for reasons including the complexity of
the tasks students were asked to perform, the time needed for the tasks to be completed, and
the funding required to host these activities. However, the research provide good insight into
how to make an effective interactive. Drawing inspiration from these insights will improve
the interactives. Below is a brief summary of what can be taken from each piece of research.

Research by de la Rocha Ladeira and Obelheiro (2018) showed that an element of ran-
domisation is required for activities to hold students’ interest. This prevents students from
memorising answers to score well, or sharing answers with friends. Cheung et al. (2011)
emphasise the importance of teaching students cybersecurity topics that are relevant. Cy-
bersecurity is a wide reaching topic, and teaching elements of it that students cannot relate
to can lead to a lack of engagement. Jin et al. (2018) show how males are more interested
than females in cybersecurity based games, and emphasises the importance of trying to
engage the entire target audience. Lastly, Vigna (2003) shows the importance of not having
students directly compete with one another. Having one student be directly responsible for
another student’s failure can lead to resentment and a lack of motivation to continue. While
the resources in these papers are not suitable for the cybersecurity chapter, they provide
useful insight into how to make successful cybersecurity interactives. Keeping these factors
in mind will allow the interactives to appeal to a wider audience.

3 Approach

3.1 Knowing the Audience

The first phase of this research involved learning about and interacting with the target
audience. To do this, I attended, and presented at, three events throughout late 2020 and
early 2021. These events were Digital Technologies for High School (DT4HS)1, Ara Ako2,
and the DTHM for Kaiako Conference 20213. Each of these events saw teachers around New
Zealand coming to the University of Canterbury for professional development. These events
illustrated the wide variety of teachers we have across New Zealand, and many teachers
spoke about the wide variety of students they have. It further emphasised the point made
by Jin et al. (2018) about the importance of ensuring interactives appeal to a wide audience.
Any interactive I made not only had to appeal to as many of the teachers as possible, but
also had to appeal to as many of their up to 40 students as possible.

These events were also important for future aspects of this research. By getting to
know these teachers at these events, I was able to better understand what sort of issues
they currently face teaching digital technologies in the classroom. This was useful when
designing interview topics for the teachers, as I knew what sort of questions would target
issues that they are facing.

1https://www.dthm4kaiako.ac.nz/events/event/201/dt4hs-pou-rarama/
2https://www.dthm4kaiako.ac.nz/events/event/485/ara-ako-ara-ako-2021/
3https://www.dthm4kaiako.ac.nz/events/event/486/dthm-for-kaiako-conference-dthm-for-kaiako-

confere/
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3.2 What’s Already Available

The CSFG is willing to use content that is already available online to help reinforce con-
cepts, as there is not often a reason to remake something that already exists. Because
of this, throughout this project I looked at many different cybersecurity activities readily
available online. These activities include Cybersecurity: Nova Labs Games, Grok Schools
Cybersecurity Challenge, Cyberstart Go, and BNZ’s Scam Savvy quizzes. None of these
activities were suitable for use with the CSFG, and a brief explanation of why for each is
provided below.

Figure 1: The three types of challenges in Nova Labs Games. Top Left:
Coding challenges. Bottom Left: Password cracking. Bottom right; Social

Engineering

Cybersecurity: Nova Labs Games consists of a total of 27 challenges for users to partici-
pate in the learn about cybersecurity. These challenges were split into three categories, and
are all shown in figure 1. The first was coding challenges. These tasked users with guiding
a robot using drag and drop programming. The issue with these nine challenges was that
they were very basic programming tasks, that did not cover any information directly rele-
vant to cybersecurity. They aimed to teach basic programming concepts under the guise of
cybersecurity, and while they did this well, it would not be suitable for the CSFG..

The second type of challenge was password cracking challenges. These challenges tasked
the user with cracking passwords based on hints provided. The issue here was that the
challenges were too simple. Choosing the best option to crack the password led to the best
results, and there was no incentive to choose a less effective method. It did not show how
passwords are cracked with real world examples, and was not worth pursuing.

The third type of challenge was based around social engineering, a topic we were already
interested in covering with an interactive. These nine challenges were excellent, tasking
users with identifying the differences between legitimate messages and phishing attacks.
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One small issue with these challenges was the subject matter within them. Some of the
social engineering situations were realistic, such as someone asking you to plug in a USB for
them, while others involved you being called to tell you you had won a trip to outer space.
Despite this issue, if we were able to use these challenges in the CSFG, we would have.
However, in order to access all 9 of these challenges, you must complete the 9 tasks on basic
programming skills, and the 9 tasks on password cracking. We did not believe completing
these 18 tasks was worth it to access the social engineering challenges, thus Cybersecurity:
Nova Labs Games was unsuitable to be used in the CSFG.

Figure 2: The interface used in the Grok Learning activities

Another established activity looked at was the Grok School Cybersecurity Challenge,
which was split into two modules. These were the information privacy and security chal-
lenge, and the cryptography challenge. Of these modules, only the first was of any interest.
Cryptography falls under encryption when it comes to NCEA, which is treated as a different
category than cybersecurity. Therefore, I reviewed the first module.

The information privacy and security modules had three sections, one on social engineer-
ing, one on password security, and one on data leaks. The social engineering section tasks
the user with discovering information about friends based on what they posted on fake so-
cial media sites. Examples of these are shown in figure 2. While these activities were good,
they did not offer advice that had not been heard before, and the targeted demographic
was younger than what the CSFG aims for. The same can be said about the password
section. The advice offered included “don’t use passwords about your pets” and “don’t use
the same password on multiple sites”. This is good advice, but it was advice high school
students would have heard before, presented in a way that may not have been appealing to
them. It is also advice the NCEA standard expects students to not only know, but to also
understand why this advice was important, instead of just knowing what the advice is.

The third section was slightly different, focusing on credential leaks and how they can
put you at risk. While these activities were better than the previous ones, as they taught
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concepts it was unlikely for students to have been exposed to before, they were still not
suitable for the CSFG. This is because they were still presented in a way that may be
unappealing to the students, and the third section is linked to the previous two, which were
not seen as necessary for the CSFG.

Figure 3: Cyberstart Go Assembly Question

Cyberstart Go was the third activity to be evaluated for the CSFG. This activity has
users pretending to be spies, and solving cybersecurity challenges under that guise. This
activity had a fun and engaging atmosphere. All of the challenges within Cyberstart Go
played into the spy theme, which made them more engaging to users. This showed me the
power that a good theme could have in an interactive, which was a key inspiration when
designing and developing. The issue here was the level of technical prowess required to
complete a portion these challenges. Some challenges expected basic programming skills,
some expected Linux knowledge, others expected SQL attack knowledge, and one challenge
expected users to find an error in assembly code as shown in figure 3. When a student
doing an honours degree in computer science has trouble completing some of the challenges
presented to him, it indicated that they were too difficult for the CSFG.
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Figure 4: BNZ Scam Savvy question. The right answer is always the obvious
one.

The last activities reviewed were the BNZ scam savvy quizzes. These are simple quizzes
designed to test the user’s ability to react to suspicious online activity. The issue with these
activities was that they were too simple. Very little thought was required to complete these
quizzes, the correct answer was always act with caution. This can be seen in figure 4. We
do not want students becoming bored when learning about cybersecurity, so this activity
was quickly shelved for being too simplistic.

From analysing these available activities, it was clear that designing engaging interactives
is a challenging task. While these activities did not become a part of the new cybersecurity
chapter, reviewing them helped to educated me when it came to good interactive design.
These reviews, combined with background research into previous activities, were important
steps in discovering how to create good cybersecurity interactives.

3.3 Designing Interactives

The first step when designing interactives for the CSFG is coming up with ideas. These
ideas had to fit a list of criteria to be useful for the cybersecurity chapter of the CSFG.
The first is that they had to be engaging, something that students would actually want to
use. The second is that they had to be relevant to cybersecurity, as they belong to the
cybersecurity chapter. Thirdly, as the CSFG is an online tool, they had to be developed
entirely using HTML, CSS, and JavaScript.

Twelve main ideas were considered for interactives for the CSFG, with many being
discarded relatively quickly. Ideas such as simple quizzes were discarded for being too
simple and not engaging. An idea of a honeypot website for users to try and break into was
discarded due to its complexity and possible cybersecurity and ethical issues surrounding it.
A third idea, a bot that would send users spam to test their spam filter, was discarded due
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to the ethical implications. There was a chance of users putting in their friends’ emails, or
emails of people they do not like, as a joke, and we did not believe that risk was outweighed
by the benefits of the interactive. Eventually, three ideas were chosen that we believed would
make good interactive activities for the CSFG. However, as discussed previously, only two
have been fully implemented.

The first idea was inspired by a game called Papers Please, which reassured me that it
was an idea that would be engaging for students. The Papers Please game has you working
as a border checkpoint agent, and you are tasked with accepting or denying people based
on the accuracy of their documents. This led to me considering this idea with regards to
firewalls. A firewalls job is to sort packets, and accept or deny them based on a list of
criteria, so we took this concept and turned it into a game for students, known as “Firewall
Packet Sorting”.

Figure 5: Initial sketch for Firewall Packet Sorting

The initial sketches for Firewall Packet Sorting took heavy inspiration from border con-
trol in real life. One of many initial sketches can be seen in figure 5. However, borders have
been a source of contention for many in 2020 and 2021, due to the COVID-19 pandemic.
We still wanted an interesting theme for the interactive, as Cyberstart Go had shown us
how engaging one could be. For this reason, we decided to move slightly away from the idea
of physical people at a border representing the packets the firewall is sorting, and instead
decided to make the packets parcels. This is a less contentious way of representing the same
concepts to the users of the CSFG, and can be see in figure 6.
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Figure 6: Final sketch for Firewall Packet Sorting

Figure 7: Initial sketch for Firewall Packet Sorting

While sketching designs for the interactives, I also created some small demonstrations
to prove that the idea would work and be engaging. For this, I put together a simple
version of the interactive to show to supervisors and colleagues, who then gave me valuable
feedback. This proof of concept can be seen in figure 7. This concept used bright colours to
differentiate different sections, and open source images when necessary to represent different
elements. This prototype was important, as it allowed us to easily discuss what elements of
the interactive worked, and what elements needed to be altered.

The second interactive was inspired by websites that tell you how long it would take to
crack a password. Because these password cracking websites are online, it was reasonable
to assume we could create a version of them for the CSFG. As it was determined that many
users are lazy when it comes to password choice (Shen et al., 2016), we believed it was
essential to reaffirm the importance of good password choices through an interactive.
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Figure 8: Brute Force sketch

This interactive is based on password strength, but is split into two variations. The first
is a brute force attack variation. This is similar to what many websites that tell you how
long a password will take to crack use. The key difference an extra option when it comes
to determining password crack times. Users have the ability to adjust how many guesses
per second the computer will make the crack their password. This allows users to take
the number of guesses down to one guess per second, something very easy for a human to
understand, up to billions of guesses per second, something that some hackers are capable
of (Tirado et al., 2018). Once they enter a password and click crack, they are told the
maximum amount of time it would take a computer making that many guesses per second
to crack that password. A sketched design for this interactive can be seen in figure 8.
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Figure 9: Dictionary Attack sketch

The second variant of this interactive is a dictionary attack. In the brute force variation,
the password “password123” would take 42,316 years, 7 months 23 days, 12 hours, and 22
seconds to crack on a machine making 100,000 guesses per second. Despite this, we know
that choosing the password “password123’ is not a good idea. Because we did not want to
instil a false sense of security into students, we also implemented a dictionary attack version
of this interactive. This version loads a text file containing over 360,000 common passwords.
If the password entered is contained in this file, the password will be cracked. This is not
to be confused with a dictionary attack that uses a real dictionary, containing the English
language.

There was a trade off that had to be made when determining what password dictionary
to use. For example, the RockYou data breach of 2009 leaked over 32 millions users’ infor-
mation, and resulted in a text file containing all of those password (Eston, 2010). However,
this file is 133MB in size, and would need to be loaded every time someone wanted to try
and use the dictionary attack variation. We believe that 32 million passwords would not be
necessary to create the dictionary attack interactive. When testing this concept on a small
group, using a smaller, 3.6MB, dictionary, users tended to try passwords that were in the
dictionary, such as “password”, “password123”, and “AAAAAA”, before following this up
with trying rude words. We believe this is similar to high school students will behave, and
therefore we went with the smaller, 3.6MB, file that would allow more users to engage with
the interactive at a faster rate. An sketched design for this interactive can be seen in figure
9.
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Figure 10: Spam Quiz sketch

A third idea, which got far through the design phase but did not end up being imple-
mented, was based on the Cybersecurity: Nova Labs Games. We were looking at imple-
menting a version of their social engineering activities, with a focus on being more grounded
in realism and specifically targeting New Zealand students’ interests. A layout similar to
the Nova Labs game was planned to be used, with the user being shown two different emails
and having to spot what made one of them suspicious and the other legitimate. An example
design can be seen in figure 10.

There are multiple reasons we did not end up going through with this interactive. One
was the fact we were reinventing something that had already been invented, instead of trying
to create something entirely new. A second reason came from speaking to a cybersecurity
expert who visited the University of Canterbury. He mentioned that these sorts of activities
may instill users with a false sense of security, as they are led to believe that they now
have the ability to spot phishing emails with ease. Extra caution would need to be taken
when designing this interactive, then ensure the likelihood of this was minimised. Lastly we
faced time constraints. The other two interactives were seen as more worthwhile, and were
therefore given a higher priority when it came time to develop and implement them. This
was the primary reason this final interactive was not fully developed. While this interactive
was not fully completed, a proof of concept was developed to test its viability, and can
be seen in figure 11. This may be worth pursuing as part of future research. What we
put together was fun to play, and improving users’ mental models is an important step in
decreasing the effectiveness of social engineering attacks.
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Figure 11: Spam Quiz proof of concept.

3.4 Implementing the Interactives

Once the interactives had been designed, the had to be implemented. The first phase of
this was developing them on my own environment. Development of Firewall Packet Sorting
began in June. As it is the more complex of the interactives, it came with many challenges
during development. The logic behind the game itself is relatively simple. A packet comes
in with four pieces of information on it. A destination IP address, a source IP address, a
destination port number, and a source port number, randomly generated to prevent users
from trying to share answers. Initially the game only tasks you with ensuring the destination
IP matches your IP address. Once the player successfully filters five packets, a second rule is
added, asking them to also ensure the source IP is correct. After correctly filtering another
five, the destination port must also be checked. Finally, after correctly filtering five more
packets, the player must also check the source port number.

While users are trying to sort these packets, a health bar slowly drains across the top of
the screen. When a user successfully sorts a packet, they gain some health back, when they
are unsuccessful, they lose a portion of their health. This is done to give the users a sense of
urgency when it comes to playing the interactive. Initially the idea was to stress the users,
but a teacher within the Computer Science Education Research Group (CSERG) pointed
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out that stressing students is the wrong mindset to have, and giving them a sense of urgency
is a more appropriate viewpoint. This sense of urgency is required to make the interactive
engaging, and the further solidify the firewall metaphor. There are consequences when a
firewall is too slow or misidentifies a malicious packet, therefore there are consequences when
a player does it as well.

A key challenge in development of Firewall Packet Sorting was ensuring that the visuals
fit the guidelines of the CSFG. The CSFG aims for a cartoonish, friendly look whenever
possible, as it is inviting to newcomers of the field. Attempting to emulate this style proved
to be difficult, as there is only one image used in this game. Therefore, CSS elements had to
be designed to be as inviting as possible. For example, the monospace green text on a black
background was deliberately chosen to attempt to give the interactive a feel similar to The
Matrix. This decision aims to show players that the interactive is not a serious task, and is
designed to be fun for them, which was the mindset used when designing this interactive.

The second interactive was simpler to implement, but each variant came with its own
set of challenges. For the brute force variation, we were uncertain how best to show that
attack. One option considered was animating the attack, to show a computer trying out
every combination and displaying it on screen. However, this option quickly proved to be
too slow, as HTML5 and JavaScript will only allow you to change an element on a page
every four milliseconds. This meant that animating every two character lowercase letter
combination would take 2.7 seconds4, every three character combination 70.04 seconds5,
and every four character combination approximately 18,028 seconds6, or about 30 minutes.
This all before considering numbers, uppercase letters, and symbols, so a real animation
would not work.

Another option considered was a countdown timer for how long a brute force attack
would take to crack their password. The issue with that is choosing how to calculate the
time. Our options were maximum time or average time. Theoretically, a brute force attack
could guess a password instantly, or it could take the maximum amount of time to crack
it. We decided to go with displaying the maximum time it would take to crack a password,
as this seemed like the easiest option for users to understand. However, the maximum time
easily goes into the years, so we removed the countdown element from the interactive.

The interactive uses regular expressions to determine what makes up the password the
user enters. If the password contain an integer, 10 is added to the combinations power.
If the password contains a lowercase letter, 26 is added to the combination power, this is
also done if the password contains an uppercase letter. Lastly, if the password contains a
symbol, 33 is added to the combination power. The length of the password is then raised to
the combination power. This gives the total number of possible combinations. We take this,
divide it by the number of guesses the computer makes per second, and get the maximum
time the password would take to crack in seconds. This is then converted into years, months,
days, hours, minutes, and seconds, and is displayed to the user.

As discussed previously, we had to make compromises in choosing the correct file size.
Another challenge we faced was figuring out a way to show the process of the password
being cracked by a dictionary attack. This problem was solved during testing, when we
found that searching for an item in an array with JavaScript was almost instant for our list
of over 360,000 items. Instead of implementing a timer, we let the fact that the password

4Calculated as 262×4
1000

5Calculated as 263×4
1000

6Calculated as 264×4
1000
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could be found instantly speak for itself.

3.5 Preliminary Evaluation

As briefly mentioned when justify choosing a smaller file size, the interactives were tested by
a small group on my local machine before they were migrated to the CSFG. The members of
this group range from 20 to 25 years old, and generally had an understanding of computer
science. While they are not the target audience of the interactives, they provided valuable
testing and bug finding.

For Firewall Packet Sorting, the groups consensus was that the game was enjoyable to
play, however, that it was too easy in its initial state. We initially had the health bar
decreasing at a rate of 1% every 500 milliseconds, meaning the game would last 50 seconds
if they user did nothing. However, when the use correctly identified a packet, they would
gain 5% of their health back. This meant they only needed to get one packet every 2 and a
half seconds to be able to play the game infinitely. The test group seemed to find this too
easy, and therefore, we doubled the rate at which the health bar ticks down. This made the
game more enjoyable, and gave this group a heightened sense of urgency when playing.

When using the brute force password strength activity, this group commented that
they found it fun to interact with. They found that the password box would overflow
for some of the passwords they wanted to enter, such as one user entering the password
“davehousenbergthesecond”. Therefore, the only change this group proposed for the brute
force password strength interactive was slightly extending the length of the password box.

In terms of the dictionary attack password strength activity, local testing primarily
revealed that the smaller dictionary would be sufficient, as mentioned previously. The way
users behaved meant that the larger dictionary, which took longer to load, was not worth it
when compared to the smaller dictionary that contained all of the passwords they wanted to
try anyway. This group also found it more fun when “apple123” was not in the dictionary,
instead of when it was, as they felt they had outsmarted the system. This prompted me to
include some warnings about trusting this interactive, and ensuring the users were aware
that it was not the most sophisticated or lengthy dictionary attack.

Once this group was done testing, the changes outlined above were implemented. This
testing was invaluable, as it meant the migration to the CSFG could be smoother, as some
changes that were likely to be recommended had already been completed. It also gave me
some insight into how people may use the interactives, and reassured me that they were
achieving their intended purpose.

3.6 Migrating to the CSFG

Once the interactives had been successfully developed on my machine, and tested locally by
a small group, it was time to migrate them to the CSFG. A code review was performed by
Jack Morgan, the project manager and technical lead of the CSERG. An outline of what
changes were requested, and implemented, for each interactive are outlined below.
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Figure 12: Local Firewall Packet Sorting

Figure 13: CSFG Firewall Packet Sorting version 1

On the initial attempt to get Firewall Packet Sorting implemented into the CSFG, we
found that many CSS elements clashed with the elements outlined by the CSFG itself. An
example of this is that setting header tags (<h1>, <h2>, etc) to be a monospace font
family caused a clash with the CSFG’s CSS rules, and therefore making the text bigger had
to be done using different CSS rules. Other key changes include adding a way to restart
the interactive once it was over, telling the player their score when the game was over, and
making the buttons easier for users to read and interact with. The Firewall Packet Sorting
interactive before migration can be seen in figure 12, while the first version on the CSFG
can be seen in in figure 13.
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Figure 14: Final version: Packet widened to prevent text overflow. Text size
adjusts on a screen width basis.

However, after pushing this to the CSFG and sending emails out to teachers, we dis-
covered an issue with smaller screen sizes. Devices smaller than bootstraps large screen
size, 1,200 pixels wide, experienced issues with text wrapping, and rules becoming hidden
due to overflow. We implemented a small fix to cater to these devices, resizing text based
on screen size, but the interactive currently does not display well on small screens, such as
mobile phones. There are future plans to implement a fix to allow for even smaller screen
sizes, such as a landscape phone, but it was not feasible to complete in the current time
frame. The final version of Firewall Packet Sorting, currently available on the CSFG 7, can
be seen in figure 14.

Figure 15: Left: Local Brute Force Variant. Right: Local Dictionary Attack
Variant

The password strength interactives review primarily focused on aesthetic changes. The
initial design of the interactive was suitable for a stand alone interactive, but because it
was small, we decided to implement it within the text of the cybersecurity chapter itself.
This meant the design needed to be overhauled, to better match the layout and style of
the CSFG chapter. This included changing the button styles used, changing the headings
used, altering the footnotes to be important warnings, and adding the ability to hide the
link to the other version of the interactive. The last change was required because when an

7https://cs-field-guide-dev.csse.canterbury.ac.nz/en/interactives/firewall-sorting/
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interactive is part of the chapter within the text, it is important for students not to get
taken away and become distracted by other versions. The password strength interactives
before migration can be seen in figure 15, while the versions on the CSFG8 9 can be seen in
figure 16.

Figure 16: Left: CSFG Brute Force Variant. Right: CSFG Dictionary Attack
Variant

Once these changes were implemented, and the interactives successfully merged onto the
CSFG, I decided to show this work to some colleagues. Immediately, they found an edge case
bug that had not been picked up during testing. This bug was that if the health bar from
the firewall interactive reached zero as a result of you getting the answer wrong, instead of
you running out of time, the packet would disappear and not return with the restart button.
Discovering this bug led to more edge case bugs being discovered across both interactives,
and another pull request and code review was performed. After this review, the interactives
were successfully fully integrated into the CSFG.

4 Evaluation

Once the changes were implemented, and the interactives fully integrated into the CSFG,
the content was ready for release to teachers. Prior to this point, we had considered options
for evaluating the new CSFG chapter, in an attempt to measure how effective it was as
a teaching tool. This section first outlines some proposed options, and explains why they
were not chosen, before revealing that we decided to interview teachers across New Zealand.
We then discuss issues relevant to these interviews, such as the need for ethics approval,
the design behind the interviews, the results of the interviews themselves, and what we can
learn from them.

4.1 Evaluation Techniques

Two evaluation techniques were primarily discussed. The first was a combination of web
traffic tracking, and user activity tracking. The second was interviewing the teachers of
New Zealand. The first technique would have primarily focused on what users were doing
on the CSFG. It would examine whether they were interacting with the chapter, how long
they were spending on the chapter, what sections they were spending the most time on,
and many other variables. For example, in regards to Firewall Packet Sorting, we had a
plan on presenting the user with four buttons at the end of the game, to help us figure out
how effective the interactive itself was at teaching concepts. One button would say “That

8https://cs-field-guide-dev.csse.canterbury.ac.nz/en/interactives/password-strength-brute/
9https://cs-field-guide-dev.csse.canterbury.ac.nz/en/interactives/password-strength-dict/
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didn’t make sense, take me back”, which would take the user back to the explanation on
firewalls. The next would say “That didn’t make sense, let’s move on”, which would take
the user to the next section. The third would say “That made sense, take me back”, once
again returning the user to the explanation about firewalls. The final button would say
“That made sense, let’s move on”, taking the user to the next section. We believed that
tracking which of these buttons was clicked most often would give us a good indication of
how effective the interactive was as a teaching tool, and tracking other information similar
to this would have given us an idea of how effective the chapter was as a whole.

The issue with this idea came from the need for ethics approval. The main demographic
for the CSFG is high school students within New Zealand. For the cybersecurity chapter,
we are specifically interested in year 12 students. These students are typically aged 15-17.
To gain ethics approval on collecting information about users, they need to be able to give
informed consent. School students under the age of 18 are not able to do this. Therefore, if
we chose to go through with this method of evaluation, we would have needed to send out
consent forms to every student to get their parent to sign, allowing us to track their activity
on the website. This was true for any form of evaluation that involved directly interacting
with students. As the activities only takes a few minutes to complete, and students are
unlikely to want to organise their parents permission to partake in such a short activity
activity, we instead explored other options for evaluating the effectiveness of the chapter as
a whole.

While we were unable to interact with students who used the CSFG, we were able
to interview teachers who would educate them. I briefly considered the idea of tracking
teachers’ use of the site, in a way similar to what was outlined above, but teachers use
the CSFG in a different way to students, and there are far fewer of them. Therefore,
an alternative method of evaluation had to be thought of. We decided that interviewing
teachers would be the best plan to evaluate the effectiveness of the tool. This is because,
from my time interacting with teachers throughout the year, I felt I understood what sort
of issues teachers were facing in the classroom, leading to me being better able to interview
them and get good content from these interviews.

Interviews with teachers were also chosen because we believed they represented a good
opportunity for the teachers of New Zealand. Any issues the teachers had with the chapter
could be used to make refinements to it before its final release. This meant the teachers would
be given the opportunity to directly influence a resource that they use in their classroom. So
while the teachers would be helping me, by allowing me to evaluate the effectiveness of the
chapter as a teaching tool, they would also be helping themselves, and other teachers across
New Zealand, by providing insight into what needs to be changed to make the resource work
better for them.

4.2 Ethics Approval

This evaluation technique needed ethics approval before we approached the teachers. There-
fore, ethics approval was sought. In order to receive ethics approval, we first had to outline
the structure of the interview. We decided a semi-structured interview would be the best
fit for this research. I would ask questions to the teachers, but if their answers led down an
interesting path I would be able to follow them and see where it took us. We also decided
that the Digital Technologies Teachers Aotearoa (DTTA) mailing list would be the best way
to recruit these teachers. These are the teachers who are most likely to be teaching cyberse-
curity in the future, and were therefore the most suited to participate in this research. The
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ethics application also required us to provide an information sheet, detailing the research,
a consent form for the teachers to sign, and for us to have the recruitment email we would
send prepared ahead of time.

On our first attempt to get ethics approval, the ethics committee only had two things
that needed clearing up. First, they wanted to ensure we had permission to use DTTA
mailing list. As my supervisor, Tim Bell, is a member of DTTA, and recruiting participants
for research such as this is a standard use for the mailing list, permission was not required.
However, we did ask the DTTA committee for permission as a courtesy. The ethics commit-
tee also asked me to considering allowing myself or my supervisor to publish this research in
different forms, which we initially did not have any plans to. While we still do not have any
immediate plans to, the ethics committee wanted us to have the option in the future. With
these queries dealt with, we were granted permission to interview teachers for this research.

4.3 Recruitment

Once ethics approval had been received, and the interactives integrated into the CSFG, we
started the recruitment process for these interviews. An email was sent to every member
of the DTTA mailing list, 1,184 teachers across New Zealand. However, not all of these
teachers would be teaching the standard we are interested in, and, due to the COVID-19
pandemic, many teachers in the North Island may have issues making time to participate in
this research. Of the 1,184 teachers emailed, five responded showing interest in participating
in this research. Of the five that responded, three of these teachers returned their signed
consent forms to me. Of these three that returned their consent forms, two were available
to complete interviews within the required time frame. While this is not a large sample
size, it still provided a good amount of feedback and conversation regarding the new CSFG
chapter, and provided ample information to determine the effectiveness of the chapter.

4.4 Interviews

Once teachers were recruited, and they had had a chance to use the interactives themselves,
interviews were conducted over Zoom. Two interviews were recorded, giving me a chance
to go back over my notes afterwards, with the recordings being destroyed once this research
was complete as per the ethics application. While the interviews were semi-structured,
there was still an outline of talking points I wanted to hit with every teachers, inspired by
conversations I had had with teachers at previous events throughout the year. The interview
outline is given below.

1. Introduce myself, thank them for their time and remind them that this interview is
being recorded.

2. As an estimate, how long did you spend with the chapter of the field guide before the
interview?

3. Have you used the CSFG before?

4. Did you find the topics covered in the chapter useful for teaching the standard?

5. What did you think about the interactive activities in the chapter?

• Did you think they would help to reinforce the ideas taught in the chapter?
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• Did you think they were easy to understand?

• How long do you think students would spend using them? Be it from previous
experience using the CSFG or just an estimate.

• Were the any issues or glitches with the interactives we may have missed?

6. Thank you for your time, do you have any closing comments?

The interviews were 20 minutes long and 45 minutes, primarily based on the answers teachers
gave, and how those answers prompted further questioning. The results of the interviews
are outlined in the next section.

4.5 Results

To avoid identifying teachers, gender neutral pronouns are used when discussing what teach-
ers have said, and if need be, they will be addressed by the randomly generated ID they
were assigned during the interview. This section will outline the results of the interviews
with each participant. A summary of the interviews can be seen in table 1 at the end of
this section.

4.5.1 Teacher #1573

This participant had looked at the new CSFG chapter for approximately 30 minutes before
the interview, but had used the CSFG before in classroom settings. In terms of the chapters
content, this teacher was extremely positive in their feedback. They believed the content
was easy to understand, but was not written in a way that oversimplified concepts or talked
down to students. A key positive note was they enjoyed the metaphors to real life. The
chapter talks about security in terms of offense and defence, like a sports game, and the
teacher believed metaphors like that would help students better relate to the content.

This teacher also spent time looking at the interactives developed for the new chapter.
They interacted with the chapter the same way they believe students would, which was
doing the interactives first and then going to read the content to understand it better. They
called Firewall Packet Sorting addicting, and said that students were likely to spend a lot of
time on it to try and beat their own high score. They also praised how long the game was,
stating that it was short enough that students would get a “one more game” mentality, but
long enough for the concepts to settle in. This was reassuring to hear, as it meant we had
made the right choice when deciding the increase the speed of the health bar ticking down.

However, this teacher also had some criticisms about Firewall Packet Sorting. They
played on a larger screen, and said this caused them to have trouble seeing when rules
were updated on the right hand side of the page, but they did say this did not ruin their
enjoyment of the interactive. When testing, we had considered issues that would be caused
by smaller screens, and implemented fixes for that, but did not consider extremely large
screens. This is something that will be fixed in the future.

With the password interactive, the teacher found the brute force version more fun, as
there was more interactive elements for them to play around with. They believed this
interactive would be ideal to introduce to children at an earlier level, such as year 5 and 6,
as that is around the time school children are given passwords and devices to use. They
also believed this interactive would foster discussion in the classroom, and liked that it was
open ended enough to let teachers make plans around it, instead of telling teachers the right
way to use the tool.
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This teacher was less positive about the dictionary variant of the password interactive.
They found that some common passwords they expected to be in the dictionary were not
there. This is a trade-off that we chose to make, but one that we may have misjudged. In the
future, we may expand the password dictionary that we use to include some common ones
that slipped through in testing. How we aim to fix this is outlined in the future work seciton.
They also found it hard to notice the status on the page changing when the password was
guessed, so redesigning that element of the page may be worth considering in the future.

Overall, this teacher believed this chapter of the CSFG was excellent. They enjoyed
the content within it, and found the interactives supported the content well. They believed
Firewall Packet Sorting would be addicting for students to play, and reinforced the concept
of firewalls well. They also believed the password interactive was a good tool, but greatly
preferred the brute force variant to the dictionary attack variant. The criticism this teacher
provided will be useful for making changes to the interactives in the future.

4.5.2 Teacher #7516

This participant had also reviewed the chapter for approximately 30 minutes, and had used
the CSFG in their classroom before. They believed this chapter would be suitable for
students aged 13 and above, and intend to use the full release to teach cybersecurity topics
to their students. In terms of the chapters content, this teacher believed all of the topics
were important for students to learn, but was glad that there was some disconnect between
them. This is because if they wanted to do a lesson on firewalls, they could just use the
firewalls section of the chapter, instead of needing to teach the entire cybersecurity topic at
once.

With regards to the interactives, this teacher had not had much of a chance to dive fully
in depth into them, but still had some feedback around them. For Firewall Packet Sorting,
they said that the interactive would be fun for kids to try and beat each others high scores,
and would reinforce why firewalls are important well. They had no criticism around Firewall
Packet Sorting, as again they had not had much time to fully delve into the interactives.

This teacher was far more interested in the password strength interactive, believing that
it was an important topic to make sure children are educated on. They mentioned that
children need a safe environment to make mistakes in, and believed both variants of the
password strength interactive would be a good place for that. If someone enters an insecure
password into the password strength interactive, the worst thing that can happen is they get
told the password they entered is bad. If someone uses an insecure password when signing
up for a website, the repercussions can be severe. Because of this, they were very positive
on the password strength interactives.

Overall, this teacher also believed the new cybersecurity chapter would be a valuable
teaching tool, and has plans to use the tools in the classroom. While they did not have
much time to explore the chapter in depth, they believed the topics covered were important
to teach students about, and liked that the password strength interactive provided a safe
place for children to mess around and find out what bad passwords are.
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Question #1573 #7516
How long did you spend with the
CSFG?

30 minutes 30 minutes

Have you used the CSFG before? Yes Yes
Did you find the topics covered
in the chapter useful for teaching
the standard?

Yes Yes

What did you think about the in-
teractive activities in the chap-
ter?

Fun and engaging Interesting concepts

Additional Comments The content is a good
difficulty for the stu-
dents, the interactives
reinforced the con-
cepts well, and Firewall
Packet Sorting was
addictive.

The content is impor-
tant to teach, the pass-
word strength tool is im-
portant to allow kids to
experiment and mess up
in a safe environment.

Table 1: Questions asked and interesting responses from interviews

5 Discussion

From these interviews, it is clear the the teachers view the new chapter in the CSFG as
an effective teaching resource. The consensus is that the topics are important to teach,
and that the chapter presents them in an interesting and engaging way. Feedback on the
interactives was also positive, with teachers saying they reinforced the concepts well, and
were an important part of the learning process.

Criticism were exclusively levied against the interactives, but every piece of criticism
was something fixable in the future. Making cosmetic changes the Firewall Packet Sorting
to make it clearer when new rules are introduced will be fixed in the future. Making the
dictionary longer will be a more challenging task, requiring us to decide what constitutes
a common password. There is a limit as to what can be included in the dictionary while
still keeping it a reasonable size, and it appears that we have struck the wrong balance this
time.

6 Conclusions

The goal of this project was to create content for the new cybersecurity chapter of the CSFG.
This content came in the from of two new interactives for the chapter, one that teachers
about firewalls, and another that teaches about password attacks. On top of this, we also
aimed to evaluate the effectiveness of the chapter as a teaching resource, with the intention
of it being used to teach achievement standard 91898.

Background research was done to help us make informed decisions when designing the
interactives. This background research provided me information on what the problems in
computer science education are, helped me decided what topics should be covered by the
interactives, and pointed out what we could learn from tools that already exist. Reviews of
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already existing resources were also done to help understand what makes good cybersecurity
interactives, and events were attended so I could get to know the teachers, which made
designing interview questions from them an easier task.

A key issue discovered by the background research was the lack of resources available
for teachers wanting to introduce computer science concepts to their classroom, outside of
programming and binary number conversion. This lack of resources made it challenging
for newcomers to the field to approach the subject, and made teachers hesitant to try and
teach computer science. We believed creating this chapter, and the interactives that sup-
port the chapter, would help make teachers more confident and enthusiastic about teaching
cybersecurity to their students, enabling both the students and the teachers. Based on the
enthusiasm teachers showed in the interviews, our belief was correct, and teachers will be
better equipped to teach cybersecurity to their students when the chapter is fully released.

The first interactive created was designed to teach about firewalls. It utilises a slowly
depleting health bar to incite a sense of urgency in users, while reinforcing the concepts
that firewalls need to be both fast, and correct. It also included elements of randomness,
with the IP addresses and port numbers being randomly chosen for each packet. This was
implemented based on background research, which showed randomness improved students
engagement with games. Feedback on this interactive was positive from the teachers, with
one calling it an addicting game. It is interesting, but not surprising, that the game modelled
after an already successful game is the one that was most fun to play.

The second interactive, revolving around password strength, allows users to figure out
what makes a good password. The two variants, brute force and dictionary attack, allow
users to gain an understanding of how different attack vectors work, and how quickly these
can crack bad passwords. One teacher said this interactive was important, as it gives children
a safe space to be wrong before they try out passwords in the real world. Both teachers
believed this tool should be introduced to children at an earlier age, around the time they
first get to use passwords at school, to get the concept of good and bad passwords in their
head as soon as possible.

When it came to the content in the chapter, teachers were positive about it. They be-
lieved the content was important for students to learn, like the topics covered, and said they
were broken up in a way that made teaching the content flexible. All teachers interviewed
had a different way of teaching, one would use the interactives first before going over the
content, and another would only teach sections they believed were necessary. Despite this,
they all concluded that the chapter was a useful teaching tool. This means we have suc-
ceeded in creating something that appeals to a wide range of people, which was required to
ensure that the chapter performed as well as possible.

6.1 Future Work

As outlined previously, the spam quiz interactive idea could be implemented into the cyber-
security chapter of the CSFG. We believe that it would be a valuable resource, that would
be useful in improving users’ ability to detect social engineering attacks. Any future work
on this interactive will need to ensure users did not get too confident in their ability to spot
phishing emails. A cybersecurity expert who visited the university told us that activities
like spam quizzes can often fall into a false sense of security, and keeping this risk in mind
will be imperative to the success of any such interactive.

Future work on Firewall Packet Sorting is also possible. Allowing the interactive to be
played on smaller screens, and extremely large screens, would increase the number of people
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who have access to it. This would be beneficial, as the CSFG is used by people all around
the world, not all of whom have access to a large enough screen for this interactive. The
interactive could also have some cosmetic changes made to it. Ensuring that users see when
new rules come in, so they do not feel unfairly penalised when they get a packet wrong, may
lead to an increase in enjoyment and engagement.

The password strength interactive could also be further refined. Increasing the length
of the dictionary to include some common passwords we missed, while ensuring the the
interactive is still usable on slower internet speeds, will allow the interactive to be a more
effective teaching tool. We do not want users thinking “qwerty12345” is a great password.
An idea to fix this issue was thought of by Jack Morgan of CSERG. He proposed using the a
file with the most common passwords, a few thousand instead of 300,000+, and then using
a third party API to check if what else was entered is actually a word. This would save on
bandwidth, as the file would become much smaller, and allow the interactive to be freely
translated into the other languages the CSFG offers.

Further research could also be done to examine how students interact with this chapter,
other chapters in the CSFG, or other educational resources as a whole. While it was infea-
sible for us to track students and collect their data for this research, a large enough research
project may warrant using the technique to track activity we outlined above. It would also
provide interesting insight into whether students are likely to be honest about their own
understanding when prompted.
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